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ABSTRACT 

Radio Frequency Identification (RFID) has garnered 
much attention in recent years as a method of 
supplanting the barcode.  The uniqueness that RFID 
has engendered, allowing an instance of a product to 
be tracked, has raised some important privacy 
concerns.  RFID technology has also promised to 
increase the amount of aggregate data that is 
collected.  When dealing with data, especially the 
tremendous amount that RFID will produce, ethical 
concerns about how the data is to be used are 
prevalent.  This paper reviews the RFID technology, 
presents challenges that the technology creates for 
privacy and ethics, and suggests possible solutions to 
these challenges. 
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INTRODUCTION 

The RFID tag is a very simple piece of electronic 
circuitry that can receive information, do some 
limited processing, and return (re-transmit) some 
piece of information.  Many other types of electronic 
circuitry currently have this trait, but due to the 
minuscule nature of the RFID tag this technology is 
receiving more investigation. 

RFID is not a new technology since it dates back to 
the second world war and was a method employed of 
identifying allied aircraft [6].  Currently, it is 
receiving much more attention since following 
Moore's law in that the technology has become much 
cheaper, and smaller. 

While not the only application of an RFID tag, the 
RFID tag is receiving attention as being a 
replacement of the current bar code.  A bar code, as it 
currently stands, has several limitations: (a) it can 
only be read within a limited line of site, (b) it does 
not offer enough distinction among instances of a 
certain type of object, and (c) it is difficult to change. 
Take, for example, the following: 

The bar code of a particular Gillette ® razor 
is not indicative, nor particular to that 
individual razor.  Any other razor of that 
same model will have the same bar code. 
The bar code may only indicate the 

manufacturer and the model of the razor, 
but it cannot differentiate two separate 
instances of the same object.     

These limitations of the bar code can be overcome to 
some extent by the implementation of the RFID tag 
[3].  The RFID tag will allow for unique tracking of 
each instance of a product.  In the above example, an 
RFID tag attached to a razor would attach a unique 
identifier to each individual pack of razors, rather 
than a particular class of razors.  Electronic Product 
Code (EPC) tags will be the successor to these bar 
codes [16]. 

Currently prices for an RFID tag range from 
$0.20/tag on up, depending on functionality.  As 
Moore’s law holds constant, the size and cost of these 
tags are decreasing and it is estimated that the cost of 
these tags will fall to as little as $0.05/tag within the 
next few  years [27,19].  Prices will especially begin 
to fall as novel ways of tag creation are employed 
[24, 29]. 

The current utilizations of RFID are numerous.  
RFID is being implemented as a method of deterring 
counterfeiting in passports and banknotes.  The FDA 
has recently approved the use of RFID research for 
the tracking of prescription drugs in order to help 
control counterfeiting [5, 32, 35].  It also could be 
used as a means of tracking drug administration to 
reduce the frequency of errors and track compliance 
[28].  Being able to track the pedigree of these drugs 
has been facilitated by the use of RFID [31].  RFID 
has been used extensively in the supply chain, in 
agriculture, for pet identification, and in other areas. 

RFID TECHNOLOGY 

In order to see why RFID tags have received so much 
attention, it is important to first understand how they 
work, and their various components.  There are two 
types of tags: active and passive.  The active tag has 
its own power source, and consequently has a bigger 
footprint than the passive tag.  The on-board power 
source also augments the cost of the chip.  The 
passive tag is a smaller tag that relies on power from 
the reader in order to transmit its message. The 
passive tag, because of its inexpensiveness is thought 
to be the most predominantly used. 
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One part of the tag is necessarily the antenna.  The 
antenna is used as the method of picking up the 
signal from the reader, as well as sending the signal 
back to the reader.  In the case of the passive tag, it is 
also the vessel in which power is obtained to operate 
the tag.  The tag employs a method of load 
modulation, or backscatter modulation to 
communicate back with the reader [33, 34].  

The tag itself, since constrained by size and thus 
processing ability, is limited to the amount of 
information that it can store.  According to some 
authors, in the case of an EPC tag, this amount is 96 
bits [9].  This minimal information is generally an 
identifier which is unique to each individual tag and 
will allow identification of each instance of an object. 
In order to allow unique identification of each object 
a typical EPC tag will consist of the following 
information: a header which identifies EPC version, 
Manager number which identifies the company or 
company entity, the object class which is similar to a 
SKU, and a serial number which will be unique for 
each instance of an object [13]. 

Each tag will have been preprogrammed with some 
basic functions [14], these may include: 

- A kill command – disables the tag
permanently.

- A sleep command – the tag no longer
responds to queries, except upon receipt of a
corresponding ‘wake’ command.

- Read – sends ID to reader
- Write – takes information from reader and

stores it.

The tag is the nominal part of the RFID system. 
There are two other imperatives in order to make the 
system work: a reader and a database.  The reader is 
the object that asks a tag for its contents, and could 
power the passive tag.  The signal that the reader 
emits, creates power for the passive tag and 
interrogates either type of tag in order to retrieve its’ 
contents.  The signal from the reader to the tag is 
stronger than that from the tag back to the reader 
[25].  The reader must be bound to a backend data 
source.    

Many people assume that the RFID tag itself will be 
the information container.  This is not the case.  The 
RFID tag can only hold a minimal identifier.  The 
identifier, when received by an appropriate reader 
that is coupled to an appropriate database, allows 
retrieval of stored information on the database.  A 
database is a vital piece of the RFID infrastructure. 

PRIVACY CONCERNS 

One of the main concerns of both the advocates of 
RFID as well as the opponents is that of privacy [15]. 
Ethical concerns associated with these privacy 
dilemmas are also prevalent.  This paper argues that 
the concerns for privacy and ethics are one in the 
same because when privacy concerns have been 
addressed, ethical dilemmas are minimized.  Several 
of the reasons for ethical/privacy concerns are 
discussed below.   

First, since the tag uses radio based communication, 
line-of-sight reading is unnecessary and reading can 
be done from a greater distance.  Due to the inherent 
nature of radio transmission, privacy concerns are 
abundant.  The introduction of unauthorized, ‘hidden’ 
readers into the system may compromise security.  
Avoine [2] presents an adversarial model and attacks 
on existing known RFID protocols.  A second issue to 
consider is location tracking.  One of the 
functionalities, and indeed perhaps one of the 
advantages of the RFID system, is the ability for a 
tagged item to be tracked.  Throughout the supply 
chain it is advantageous to members of the chain to 
see through what locality a particular order has been 
processed.  RFID allows this.  The RFID tag, as 
explained above, will emit a particular identifier upon 
query.  Privacy advocates are concerned that 
unauthorized readers will be able to extract the ID 
and could use it to track unwary consumers. 

The issue of invisibility has also been discussed by 
some authors as a point against privacy.  Tags are 
very small and thus it can be very hard for a 
consumer to detect an RFID tag visually.  Since RFID 
tags are so minuscule, how will people know what 
items are tagged and which are not?  At the same 
time, how is a consumer to know when this 
embedded tag has been scanned?  This invisibility of 
a tag arguably violates the Fair Information Practices 
act. 

Peslak [22] presents four reasons given by the ACLU 
and CASPIAN on the ethical concerns of RFID: 

(1) The tags are hidden and unknown.
(2) Tags provide an id system of every item

purchased, thus allowing a universal product
registration system.

(3) Aggregation of massive personal amounts of
data.

(4) Allows tracking of individuals

SECURITY SOLUTIONS 
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For something to be secure, it must possess the 
following characteristics: confidential, having 
integrity, authentic, non-repudiable, and be available 
[23].  Confidentiality as defined by Avizienis and 
colleagues is “the prevention of the unauthorized 
disclosure of information” [4].  Data integrity is 
“concerned with preserving the meaning of 
information, with preserving the completeness and 
consistency of its representations within the system, 
and with its correspondence to its representations 
external to the system” [20].  If something is non-
repudiable it means that the origin is without 
question.    Availability is “whether a system is 
available for use by its intended users” [12].   

Several proposals have been indicated in the 
literature as solutions to the privacy problem [1,7,10].  
These proposals include, but are not limited to the 
following: the “kill tag”, hash-based access control, 
“blocker tag”, and the Faraday cage approach. 

The “kill tag” [27], involves creating a command 
within the tag itself that upon issuance will invalidate 
the tag.  All EPC-Gen 2 tags have this built in 
functionality [30,37].  The tag would be rendered 
inoperative at the time of sale through the use of the 
kill function.  This method of security would meet 
the security requirement of confidentiality, but would 
violate the requirement that it be available.  The tag 
would no longer be available for reads. 

Hash based access controls as suggested by several 
authors [36, 10], involves creating a one-way hash 
function to encrypt contents from reader to tag or 
vice-versa.  This method of security would meet the 
requirement of confidentiality, assure authenticity, 
and meet the other requirements of security as 
outlined by Ranasinghe [23].   

The blocker tag as suggested by Juels [17] is a way of 
confusing the reader by broadcasting conflicting 
signals at the same time the reader is trying to query a 
normal tag.  In order to perform a successful read, the 
blocker tag would need to be squelched.  This 
method too would promote confidentiality, but may 
limit availability. 

The Faraday cage approach, is perhaps the simplest, 
and involves putting the tag in some ‘caged’ 
environment so that it can’t be read, such as a foil-
lined wallet.  Molnar and colleagues [21] present the 
use of a trusted computing initiative to secure RFID 
systems.  Molnar suggests a new architecture for trust 
wherein the RFID reader contains a tamper-resistant 
trusted chip.  The architecture also contains some 

policies that are enforceable to maintain privacy.  
Once again, confidentiality is assured, but availability 
would diminish. 

Many of these security approaches above involve 
making the tag unreadable, which questionably voids 
the utility of the tag.  The approaches above also only 
deal directly with the tag itself, without emphasis on 
the ethics of the data that is collected.  Now, a 
discussion is given on the ethics of data collection. 

ETHICAL DATA CONSIDERATIONS 
 
Privacy as defined by Flavian and Guinaliu is “an 
individual’s ability to control the terms by which his 
personal information is acquired and used” [8].  The 
tremendous amount of data that will be created 
through the use of RFID certainly casts doubt on the 
ability of a consumer to mandate how personal data is 
being used.  In the business world, regulation as to 
what can be done with personal consumer 
information has always been a matter of concern.  
With the promise of RFID data being an exponential 
increase in the amount of data being collected, new 
data collection requirements and constraints are being 
investigated. 
 
Erickson and Kelly [18] suggest that retailers have 
always maintained databases and information about 
the consumer.  They suggest that within the U.S. 
companies have frequently been able to traffic in 
consumer data without the consumers consent. 
Comparatively, in the E.U., an opt-in policy for data 
collection currently exists. 

The fair information practices principles given by the 
Federal Trade Commission suggest the following 
principles be utilized when dealing with consumer 
data: notice that data is being collected, allowing user 
to choose whether or not the data can be used, 
consumers should be able to view their collected 
data, and data should be secure.  These principles 
have arguably been suggested to apply to RFID and 
they do address several of the points addressed 
presented above by Peslak. 

CONCLUSIONS 

In this paper, we have briefly given a synopsis of the 
RFID technology.  We have also presented some of 
the hurdles relating to privacy and ethics that this 
technology engenders.  There are many proposed 
solutions in the literature for personal privacy 
protection when dealing with RFID technology.  
Clearly, from the discussion above, there is still no 
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unified, clear-cut answer to the security problem, as 
well as solutions to the ethical dilemmas posed from 
the utilization of this technology. However, from the 
above the discussion the following conclusion can be 
given: When the barriers to privacy are overcome, 
ethical dilemmas tend to dissipate.   
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