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ABSTRACT 

Unethical information technology (IT) conduct is estimated to cost billions of dollars in deficits for enterprises. 
Included in this unethical behavior are issues associated with the knowledge age. Many IT ethics concerns do not 
have guidelines that are well recognized or broadly accepted. This study will explore the ethical perception of a 
diverse group of knowledge workers. It will also examine the effects of deterrents, individual factors and external 
variables to determine if there are noted differences in ethical perceptions that can be explained by these variables. 
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INTRODUCTION 

The past two decades have witnessed a fast yet disparate proliferation in computers and information technologies in 
businesses all over the globe. Society has entered a period driven by computer technologies generally identified as 
the “Knowledge Age”. Managers, researchers, and academicians have become attentive that knowledge and 
information technologies are critical and significant organizational resources. As societies made the transition from 
the industrial era to the post-industrial era, the amount and availability of information is significantly greater [27].  
Knowledge is a primary resource for organizations [20] and a source of wealth and competitive advantage for 
society [52].  In this different information-rich environment, most work will involve the production and 
dissemination of information [35]. Given the importance of IT in the new economy, the knowledge workers who use 
IT and their manager’s benefit from better understanding the relationship between using information technology and 
performing knowledge work. With this ever-increasing existence of computer technology in our lives, information 
systems ethics is vital. This knowledge era has produced a recent exemplar for applied ethics, in which the 
perceptions of privacy, property, accuracy, accessibility, value and the responsibility of the individual and the 
institution are being redefined. The prevalent diffusion of IT has presented remarkable advantages to businesses and 
the general public but has also proliferated exploiting these technologies [18]. 

Even though the investigation of ethical issues associated with computer use developed in the 1980s, it has risen in 
importance in the subsequent decades. The initial weight was more on the computing profession that translated into 
questions linked to the development of systems and the conduct of computing professionals. Shortly the spotlight 
shifted to the Internet and to the users of computer and related communication technologies. Since the amount of 
business and personal information continues to develop and the access to that information by IT personnel rises, 
ethics and value reasoning by IT professionals and knowledge workers grow to be imperative [33].   

The paper begins by reviewing the relevant literature in the area of information systems ethics. We then present an 
empirical analysis of the investigation of knowledge workers and IT professionals.  The comprehensive model of 
ethical behavior is then presented. The final section explains the implications of our findings and its impact on the 
knowledge era. 

Ethics in the Knowledge Era 
The rising importance of information technologies to the economic, social, and political life of developed countries 
moreover started to introduce insightful and extreme questions about the ethical practices of IT and knowledge 
workers. Regrettably, research that investigates ethical issues associated with the knowledge age is under 
represented. Overall, no systematic proposal has been instituted in the literature a propos ethical issues applicable to 
the emerging information technologies and knowledge workers. 

The primary purpose of the study is to investigate what new ethical issues are experienced by knowledge workers 
and IT professionals and how these issues are controlled and addressed. 
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Four primary research questions are proposed for this study: 
Q(1). Have ethics deterrents been effective in decreasing the likelihood of unethical behavior? 
Q(2). Can rival explanations, including the use of code of ethics, education and training explain minor occurrences 
of unethical behavior? 
Q(3). What are the coping strategies to handle ethical issues in the knowledge age? 
Q(4). Are there overall gender differences in the identification of unethical behavior in ethical dilemmas relating to 
the knowledge age? 
 
An examination of ethical issues and coping strategies experienced by practitioners is significant for theory building, 
for practitioners and for policy makers. Public examination of the ethical connotations of novel technologies is an 
essential component of the processes of social change and adaptation [30]. The findings might facilitate ethics 
training programs for students and employees as well as offer input to an integrated ethical focal point at the 
strategic level. 
 
Since IT ethics does not have a generally conventional definition, one of the probable limitations of the study is the 
participant divergences in understanding and explaining the various ethical issues associated with IT.  
 
Information Technology (IT) 
Any investigation of information technology (IT) should start with an explanation of it. IT can be defined as a set of 
tools that help work with information and perform tasks related to information processing [22].  IT includes an entire 
multitude of diverse technologies.  When components act in synergy, the resulting data and information to an array 
of hardware that assists in investigating and comprehending the information will result in knowledge gained by the 
end-user [31].  IT can be defined as the study or use of processes especially computers, microelectronics and 
telecommunications for storing, retrieving and sending information of all kinds like words, pictures and numbers 
[21]. With this value-added information and understanding, end-users can start to generate answers to posed 
problems and manage their lives, their environment, their jobs and even the entire society and global economies.  
The purpose of IT is to solve problems, to unlock creativity and to make people more effective than they would if 
they didn’t involve IT in their activities [55].  IT has been cited as one of the key enablers of successful knowledge 
management (KM) [13, 46, 59, 70]. 
 
Knowledge Work 
Knowledge workers contribute to the structural capital of a firm through the knowledge they produce. Stewart [60] 
said that information and knowledge are both the raw material of knowledge workers’ labor and its product.  
Knowledge work is not clearly defined as a class or a type of work. The U.S. government, for example, does not 
include “knowledge work” as a separate occupational category with its own standard industrial classification code, 
but uses categories such as “managers and professionals” and “white-collar” employees [67].  The term “knowledge 
work” is used to describe a broad type of work in which the primary activities involve the use of mental effort for 
the purpose of creating information of meaningful value to an organization [16].  Information workers include “all 
those people who create, manipulate, or disseminate information for living.” [31]. There are two kinds of 
information workers: knowledge workers and data workers.  Clearly, using information technology is an important 
component of knowledge work, where the focus is on knowledge and information. The terms knowledge work and 
knowledge workers are commonly used in popular and academic literature to describe the kind of work and workers 
critical to organizational success in post-industrial society [5].  Davenport, Jarvenpaa and Beers [15] explained that 
knowledge work is about the acquisition, creation, packaging, application or reuse of knowledge.  Knowledge work 
is characterized by variety and exception rather than routine and is performed by professional or technical workers 
with a high level of skill and expertise [10]. As societies make the transition from the industrial era to the post-
industrial era, the amount and availability of information is significantly greater [27].  Knowledge is a primary 
resource for organizations [20] and a source of wealth and competitive advantage for society [53].  In this different 
information-rich environment, most work will involve the production and dissemination of information [36].  Given 
the importance of IT in the new economy, the knowledge workers who use IT and their managers could benefit from 
better understanding the relationship between using information technology and performing knowledge work. 
 
 
Ethics Defined 
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The study of ethical behavior has been guided by two approaches: 1) a descriptive/empirical/predictive approach 
from the social sciences and 2) a normative approach routed in philosophy [65]. Compared to normative ethics 
which assesses circumstances from the “what ought to be” standpoint, descriptive ethics presents a “what is” 
standpoint. Moral philosophy also considers two types of ethics: teleological focusing primarily on the 
consequences, results, ends, goals or purposes of agent acts and deontological which centers on the act taken by the 
agent and the duties, rights, privileges and responsibilities that pertain to that act. There are also hybrid theories 
mixing elements of teleological and deontological theories and ethical relativism [66]. 
 
Individuals generally have a mixed system of ethics. Numerous moral philosophers suggest a mixed deontological-
teleological system of ethics [28]. 
 
Ethics is a gray area that deals with actions that are not technically illegal, but are not quite right either [4]. Ethics is 
defined in different ways and sometimes even conflicting ways depending on one’s perceptions, morals and values.  
Ethics are guidelines to influence human social behavior in a manner intended to protect and fulfill the rights of 
individuals in a society [38]. Guidelines do not simply mean laws; they also include basic principles of analysis, 
beliefs and assumptions about the nature of God, the physical word, life, individuals and society and social values 
[38]. 
 
Computer ethics is a vibrant and multifaceted field of study that contemplates the interactions between facts, 
conceptualizations, guidelines and principles relating to continually varying computer technology [44].  Information 
ethics is also an important issue [26].  
 
An ethical issue arises whenever one party in pursuit of goals engages in behavior that materially affects the ability 
of another party to pursue goals [39]. Ethical issues in IT differ from general ethical issues as information in 
electronic form is more readily available. This raises questions in regard to issues such as intellectual property 
rights, plagiarism, piracy and privacy when there is less personal contact. One factor behind the interest in IT ethics 
is a suspicion that IT professionals are unprepared to deal effectively with ethical issues in the workplace [35]. 
 
Mason [37] developed a theoretical social framework in dealing with the major information technology ethical 
issues of the information age. He identified four issues known as PAPA which stand for privacy, accuracy, property 
and accessibility. The concept of PAPA as the foundation of information ethics has remained popular for over two 
decades. 
 
Topics within the IT ethics literature may be generally partitioned into four categories: 1) social aspects 
[29,30,37,32,50]; 2) Group differences [67,49,37,32,43,3,7,65,56,40,23]; 3) technology effects [9]; and 4) 
foundation,  practice, legal aspects and policies [41]. 
  
Due to the various ethical problems related to computer technology, several researchers have suggested the 
implementation of a code of ethics. Several professional organizations such as ACM, DPMA, IEEE, and others have 
developed a professional code of ethics [69].  Information technology ethics codes have been examined fairly by 
previous researchers [54,11,12,68,24,34,25,51]. 
  
Professionals in the IT field have no single, agreed upon code of conduct [48]. Furthermore, IT professionals are not 
provided any ethical conflict guidance. 
 
General Deterrence Theory 
The foundation for this study is the criminological theory of general deterrence. Deterrence theory centers on 
“deterrent” or penalties against performing an unusual deed and the consequence of these penalties on preventing 
others from performing illicit acts [8]. The theory presumes that impending violators know the efforts to influence 
rebellious behaviors. People react to regulations and the penalty coupled with operative policing. In information 
systems, the policing action arises when for example, protection officials utilize deterrents to examine and impose 
guidelines and circulate information about organizational rules for satisfactory system use. Imposing and 
implementing harsh sentences for significant safekeeping disturbances is believed to deter impending crooks from 
unlawful or prohibited behaviors [61]. 
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RESEARCH METHODOLOGY 
Based on prior theory and research a comprehensive model of ethical behavior of knowledge workers is proposed 
(Figure 1). This integrates individual factors, deterrents, external variables, major ethical philosophies and 
ethical/unethical judgment.  Operationally, the model views the ethical/unethical behavior of knowledge workers to 
be the effects of these variables. It is generally assumed that a number of individual characteristics, situational 
factors or external factors influence the likelihood an individual will engage in an unethical activity or situation. A 
variety of demographic factors are proposed to be related to ethical beliefs and judgment such as age, gender and 
work experience among others. There is mixed evidence regarding the effect of gender on the choosing of ethical 
behaviors. Many studies have concluded that females are more ethical [2,42,57]. Similarly, Beltramini et al. [6] and 
Peterson et al. [52] concluded that female students are more concerned about ethical issues than their male 
counterpart. 
 
The model shows deterrents as a summative unit of behavioral properties [19]. The effect of codes and sanctions on 
unethical judgments and intentions is consistent with the general deterrence theory of crime [14]. Laws and legal 
sanctions may lead to total prevention of a specific deviance, or might decrease the occurrence of such acts  [64]. 
 
Deontological norms represent a set of determined guidelines that signify personal values or rules of behavior [58]. 
Deontology emphasizes what is right rather than end results. Teleology can be explained as philosophy that deals 
with the outcomes of the action [28]. In other words, differing from deontology, teleology deems a behavior ethical 
or unethical based on the advantages resulting from such a behavior. Hunt and Vitell [28] proposed that a person’s 
ethical judgment (the extent to which an individual feels that an action is ethical) is a function of his/her 
deontological and teleological norms in resolving ethical dilemmas. 
 
 

 
 

Individual Factors 
- Age 
- Gender 
- Educational level 
- Work experience 
- Significant other 
- Religion 
- Ego strength 
- Locus of Control 
- Ethical Attitude 
- Personal Values 
- Egoism 
 

Deterrents 
- Policies & codes 
- Dissemination of 
information about penalties 
- IT guidelines 

Ethical Judgment 

Teleological Or 
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External Variables 
- Professional 

Environment 
- Organizational 

Environment 
- Economic 

Conditions 
- Competition 
- Characteristics 

of the job 
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CONCLUSIONS 

The standing of ethical behavior in the use of IT maintains great importance for both businesses and researchers. 
Many research studies have been completed to evaluate the effects of several factors on information technology 
ethical decisions. The financial impact of unethical IT behavior is overwhelming. With the disastrous disclosures 
inherent in the corporate scandals of this past decade, an assessment of the approach in teaching ethics is needed. 
While ethical problems were assumed to have existed, the magnitude of the corporate scandals brought to light the 
financial consequences. We realized that not enough had been done to deter such unethical behavior. Basic public 
confidence in American business practices, so crucial to health equity markets, seems to be very much in jeopardy.  
It is thought that unless public confidence had been restored and there existed a general belief that corporations were 
operating within a climate of greater trust, honesty, and adherence to appropriate standards of governance, the 
economy was likely to suffer further. 
 
The results of this research will have implications for practitioners and researchers. For IS researchers, there will be 
two implications: 1) understanding the influences on unethical IT behavior can have major returns if addressed.  
2) As businesses and economies become more digital and global, it will become increasingly important to educate 
knowledge workers and prepare them to behave ethically. This study and extensions of this study will help 
organizations. 
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