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ABSTRACT

The purpose of this paper is to understand the state of security awareness and preparedness for health care organi-
zation with regards to compliance with HIPAA security rule. A survey instrument was developed pertaining to stra-
tegic, managerial, training, awareness and communication issues in security management. A total of 64 usable re-
sponses were received and analysis was performed. The results show an overall agreement of the population with
security measures. There are certain areas of concern identified that need to be further studied. Contributions are
listed and future research directions identified.
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INTRODUCTION

The advancements in electronic health could impose several challenges in terms of patient privacy and security of
information in the healthcare systems. An electronic health record is a collection of medical information about indi-
vidual patients and populations stored in an electronic format. It may contain personally identifiable information
about a patient such as social security number, home address and also health related details [6]. There have been
several medical security breaches reports in the news and implications of such damages for patient vulnerability are
unprecedented. The Privacy Rights Clearinghouse [15] in California maintains a database of reports on breaches
culled from the media and websites. One of the most widely reported security breaches occurred in 2006, when rec-
ords of 2.65 million veterans were stolen from a Veterans Administration employee working from his home. It listed
184 medical data incidents in 2009 and 2010 involving the records of 5.2 million people. As personal medical in-
formation is being entered, processed, stored and transmitted electronically, new threats to the protection of individ-
uals' rights to privacy are becoming evident [6]. There are several benefits associated with shifting to electronic rec-
ords from paper based systems but it is important that measures be instituted to ensure privacy and confidentiality of
medical records. The introduction of the Privacy and Security Rules of the Health Insurance Portability and Ac-
countability Act (HIPAA) of 1996 is a giant step by Federal Government to establish some guidelines for patient
privacy and security of medical records.

This study is intended to determine the level of HIPAA related security established by medical personnel.

In order to achieve the results five research questions were developed and analyzed. The research questions were
the following:

RQ1: Does your organization have a strategy related to HIPAA compliance?
RQ2: Is your organization proactive in its efforts to maintain information security?
RQ3: Are there training procedures for proper computer use relating to information security?

RQ4: Is the awareness of information security established through proper procedures?
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RQ5: Does the organization communicate the need for information security adequately?

Considering the HIPAA compliance requirements for health care organizations, a survey was prepared to study and
compare awareness about security and privacy issues across four separate, distinct groups of stakeholders: 1) student
trainees 2) administrators 3) ancillary service providers and 4) direct care providers. The intent was to gain quantita-
tive data and analyze the results concerning the awareness of these groups on different aspects of security issues for
electronic health records. For the purpose of this study, the data discussed was drawn from a sample taken from stu-
dents from three different universities pursuing different health care degrees.

LITERATURE REVIEW AND RESEARCH METHODOLOGY

The Health Insurance Portability and Accountability Act (HIPAA) of 1996 mandates that the privacy, security and
electronic transaction standards for maintaining the patient information for all healthcare providers. HIPAA basical-
ly targets two goals [6]: insurance flexibility (electronic record can be easily accessed and transferred and thus
would prevent refusal of coverage due to change of jobs) and administrative ease (reducing healthcare cost due to
standardizing the transactions.) Hence electronic data interchange is an important element in assisting the organiza-
tions to meet with high patient load and enhance business partner relationships in healthcare organizations. HIPAA
seeks to validate and assist with the inevitability of electronic data transactions, while also addressing privacy and
security issues that may stem from converting to the use of vulnerable electronic transactions [6].

HIPAA safeguards the privacy of medical records of patients by preventing unauthorized disclosure and improper
use of patients’ Protected Health Information (PHI). With a significant emphasis and monetary investment in the
1990s on the computerization of health services operations, the possibility of data manipulation and nonconsensual
secondary use of personally identifiable records has tremendously increased [3]. HIPAA declares PHI “privileged,”
protecting individuals from losses resulting from the fabrication of their personal data. Businesses subjected to
HIPAA are directed to protect the integrity, confidentiality, and availability of the electronic PHI they collect, main-
tain, use, and transmit.

The Security Rule requires compliance actions in the following categories:

(1) Administrative safeguards— this requires formal practices to manage security and personnel from the healthcare
service provider side. Ensuring right administrative safeguards entails a right approach to governing the information
security of the organizations, putting right controls in place and frequently monitoring and upgrading such controls.

(2) Physical safeguards—an important piece of the security solution of an organization lies in physical protection of

the data including the computers in which it resides and the premises where it resides. This would entail creating
right physical security controls in the form of authorizations for physically accessing the computers and premises
and taking care of the data in form of trash from printed documents with requisite importance.

(3) Technical safeguards—securing the information technically requires creating detailed access control mechanisms
to monitor information access. It is also important to make sure that the data in transit (moving from one point to
another in the healthcare circle) is secure.

(4) Organizational requirement—formal management of security needs at an enterprise level makes sure that the
employees understand the implications of the seriousness of the data that they deal with on a daily basis. It implies
that employees should have explicit business associate contracts to agree upon the role that is required for them.

(5) Policies and procedures and documentation requirements—right security policy and procedure are in place to
protect the data.
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Meeting the security rule requirements entails coming up with a comprehensive security plan that has detailed pro-
cedures for addressing risks at several levels in the organization and proactively deals with those risks. Examples of
steps in the plan include establishing security certification processes for employees and contractors, updating em-
ployee records to indicate the level of security appropriate to each job position, assessing the compliance of the
Management Information Systems (MIS) department with the Security Rule standards, and explicitly stating conse-
quences for noncompliance with new security rules [6].

Transaction: various participants in the healthcare industries must effectively and electronically communicate pa-
tient information. Successfully meeting this requirement necessitates the privacy and security covenants also be met.

There has not been considerable research in understanding the security requirements for healthcare information sys-
tems. Heath care organizations are not proactive in adopting security requirements [24]. Research literature in in-
formation security identifies several factors instrumental in overall providing of security to organizations: awareness
[19, 23], effectiveness [18], culture [20], behavior [5, 21], deterrence [8, 27], training [22], communication [22], and
compliance [8, 27].

HIPPAA compliance allows organizations to prioritize security preparedness to prevent damage to reputation. Also,
the federal government has initiated a comprehensive HIPAA security rule audit of covered entities with penalties in
case of non-compliance. There is increasing pressure for health service providers to ensure compliance with security
rules. The passage of the Health Information Technology for Economic and Clinical Health (HITECH) Act on Feb-
ruary 17, 2009, as part of the American Recovery and Reinvestment Act (ARRA) of 2009, has substantially altered
and extended the HIPAA Security Rule compliance requirements [6]. Brady (2011) argues that security awareness,
security behavior and management support influences security effectiveness and culture leading to better HIPAA
compliance. In a study, the author finds empirical support to claim the relationship between security culture and
effectiveness to compliance initiatives.

The impetus from federal and state government towards digitization of patient health records is aimed at avoiding
errors in medical judgments from heath care providers, reducing cost of the healthcare delivery and improving over-
all care for the patient [17]. Increasing popularity and adoption of Electronic medical records (EMR) is geared to-
wards improving quality of healthcare provided in the country through better patient communication, integration of
disparate records and accessibility and aggregation of records to provide holistic health profile for a patient [17].
Such benefits are not without associated risk of exposure of personally identifiable information and compromise in
digital health data resulting in patient anguish and provider embarrassment. It is crucial that provider utilizing EMRs
must address the challenges to security and privacy issues of EHR. The anecdotal evidences about medical security
breaches suggest a rather weak preparedness on the part of the heath service providers in governing security of
health data. Based on research on HIPAA compliance requirements for health care service providers, a questionnaire
was developed.

Respondent Groups

Major Medical Centers across the Unites States offer a wide variety of services for inpatients and/or outpatients to
the population served. Services include but are not limited to Nuclear Medicine, Inpatients and/ or Outpatients,
Pharmacy Services, Surgical Services Sub-Specialty Services, receptionist, greeters, and insurance staff for billings,
Administrative Leadership, and more. To organize these services, the medical centers further group those areas into
categories. The categories are: Direct Patient Care, Ancillary Support Services, Administrative and Student Training
programs.

Direct Patient Care Providers (hereby referred as group 60) are those who have “Hands-on or face-to-face contact
with patients”[14]. There are many staff members who are involved with this level of care. These persons are mostly
comprised of medical doctors, professional nursing staff, paramedics and even those in an emergency department
that are able to triage patients. “It also might include police or other persons, such as volunteers, who routinely
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work in health-care settings and have hands-on or face-to-face contact with patients.” This should not be confused
with those providers that are staff who work in an office setting “even if the office is located in a hospital or clinic.”

Additionally, located in clinics and or hospital settings are those professional staff who perform support to the pa-
tient but are not categorized as “Direct Patient Care Providers”. The section of professional staff is grouped in a cat-
egory called the Ancillary Support Services (hereby referred to as group 70). Services that fit into this category do
not include room and board, and the medical and services that are provided by nursing during while the course of
care [15].

The administrative areas within the medical centers are those that include the executive leadership. It is often stated
that “The administrative service (hereby referred to as group 80) remains behind the scenes, and makes it possible
for health care organizations to operate.” This also entail the business section of the medical center. “According to
the Princeton Review, administration is responsible for overseeing health care regulations and compliance; evaluat-
ing the need for personnel, equipment and office space; setting budgets; and allocating money. Health care adminis-
trators make major decisions about the direction of their health care organizations [16].

Some medical centers are used for training student nurses and or other healthcare providers (normally the residents
and interns are at the Direct Care Level) and are part of a 4™ category. This category (hereby referred to as group 90)
can also be considered as an entery level or apprentice level. It can include any persons that may require training for
any supportive position as stated above such as nursing, etc.

DATA COLLECTION AND CONTEXT
The target population of this study was Master’s and Doctoral students in the school of nursing of three universities
in the northeast region of USA. A paper based survey was conducted. There were 64 responses for the survey. The
respondent profile could be described as: all the respondents have work experience in health care industry and a ma-
jority (>60%) of them had more than one year relevant experience (see table 1).

Table 1: Respondent Profile: years of service

Years of service in the healthcare industry
Total Re- | Percentages
sponses

Less than 1| 24 38.71

year

1-5 Years 15 24.19

6-10 Years 9 14.51

11-15 years 5 8.06

16 or>years |9 1451

A majority of the respondents are working in computerized (partially or fully) health care facilities (see table 2).
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Table 2: Respondent Profile: computerization

Computerization of Patient Records

Total  Re- | Percentages
sponses
Completely 26 43.33
computerized
Partially 32 53.33
computerized
Paper based | 2 .033
system

A majority of the respondents have an undergraduate degree (50%) followed by Masters degree (41.93 %). About 5
% of the respondents hold a doctoral or equivalent degree (see table 3) and work primarily in administrative roles in
health care organizations. This suggests a mature and educated set of respondents.

Table 3: Respondent profile: Education

Current Education Status

Total Re- | Percentages
sponses
High School 2 3.22
Undergraduate 31 50.00
Degree
Master’s Degree | 26 41.93
Doctorate or |3 4.83
Equivalent

For gender composition, 62.5 % of the respondents were female and 37.5% were male. Majority of the respondents
(52.45%) belonged to the age group of 20-30 years followed by (16.39%) each for the age group 31-40 and 41-50
(see table 4). The remaining respondents belonged to an age group of 50-60 years.

Table 4: Respondent profile: Age

Age

Total Re- | Percentages

sponses
20-30 Years 32 52.45
31-40 Years 10 16.39
41-50 Years 10 16.39
50 Years or 9 14.75
greater
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The data from the survey were imported in SPSS for analysis.
DATA ANALYSIS AND DISCUSSION
RQ1: Does your organization have a strategy related to HIPAA compliance?

A Likert scale from 1 strongly agree, 2 agree, 3 tend to agree, 4 disagree, 5 strongly disagree for each survey ques-
tion was analyzed. The following analysis determined the findings of the study. Arithmetic means were developed
to determine results for each research question. Any mean with 2 or greater indicated a significant response of nega-
tivity to the question, indicating that several respondents indicated that they disagree or strongly disagree regarding
the survey question. In addition to the entire population, medical personnel were aligned into four groups that repre-
sented their occupational specialty ( see table 5).

Table 5: Research question 1 with all items

Research Question 1 All Means by Group
60 70 80 90
1) In my organization, there is a predefined | 1.41 153 | 1.50 1.32 1.43

agreed upon plan for security and privacy
compliance efforts

2) There is a prevalent security culture | 2.06 224 | 2.25 1.87 2.33
where individuals look out for each other in
my organization

3) Creating security awareness is an ongo- | 1.88 2.00 | 2.38 1.67 2.00
ing process in my organization

4) There is visible leadership about serious- | 1.85 2.06 | 2.00 1.65 217
ness of security assurance efforts in my
organization

5) In my organization, there are adequate | 1.69 1.71 | 213 1.50 1.69
internal controls (policies, procedures, train-
ing, encryption, access restrictions) to pro-
vide security and privacy of health records

6) Auditing is viewed as a necessary com- | 1.91 1.88 | 1.83 1.83 243
plimentary action to improve the security
initiatives in my organization.

The survey results for the first 6 questions indicated a positive response among the entire population. Any mean
with less than 2 indicates positive agreement. The question 2 relating to a security culture had the highest negative
score indicating respondents negative feelings. This could be due to lack of understanding of the concept of security
culture or the absence of it. Answers to question 1 indicated that virtually all respondents felt there is a predefined
plan for security and privacy. Group 80, administrators, scored the lowest means compared to an overall score of the
population. This finding is consistent with the role of administrators in ensuring a strategic plan for compliance.
Group 90, student trainees, had the highest mean in all the four groups indicating lack of involvement and awareness
of trainees in strategic planning for security. Research in this area suggests the importance of strategic planning for
compliance [9]. Auditing has been emphasized in security literature as an important step in planning for security
[10].

RQ2: Is your organization proactive in its efforts to maintain information security?

The specific issues related to this question include security policies and procedures in place and their accessibility to
all the employees. Are their auditing policies in place and is the process understood and well communicated? Are
violations to the security policies clearly established? These policies should include employee violations that could
result in suspension and loss of information technology privileges. Worst cases could result in civil or criminal pro-
cedures.
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The survey questions used to answer RQ2 follows:

Table 6: Research question 2 with all items

All Mean for groups
Research Question 2

60 70 80 90

7) Security policies and procedures are easily | 1.95 | 2.17 163 | 1.81 2.43
accessible and comprehendible in my organi-
zation

8) In my organization, there is an emphasison | 2.06 | 2.12 1.88 | 2.00 2.43
establishing open communication channels
about security issues without the fear of re-
prisal.

9) We emphasize having informal meetings | 2.49 | 2.67 3.00 | 2.34 2.00
and discussions about importance of manag-
ing security and privacy of the records in my
organization

10) In my organization, security controls | 1.44 | 1.28 1.86 | 1.32 2.00
(encryption, access control, password policy,
segregation of duty) are viewed as a neces-
sary component for security

11) Access to the system is based on the role | 1.68 | 1.59 1.75 | 155 243
that | play in the organization

12) Training about security measures is pro- | 2.03 | 2.18 1.88 | 1.81 3.00
vided regularly to the staff/personnel in my
organization

13) In my organization, security policies and | 2.15 | 2.18 2.14 | 2.03 2.67
procedures are periodically reviewed to assess
if the policies meet the changing organiza-
tional needs

14) There exists a clear structure for discipli- | 1.72 | 1.59 163 | 1.73 2.14
nary action in case of noncompliance with
policies and procedures in my organization.

Even though the means continued to indicate a positive agreement among the respondents, there definitely was an
indication about some dissatisfaction regarding the organizations commitment to information security (see table 6).
Question 12 and 13 and 14 had several respondents indicating a negative response. There is strong indication that
there are some failures relating to information security policies and how they are communicated among the general
employee population. Question 9 has the highest overall mean in this group of questions, suggesting lack of informal
communication with employees about security requirements. In the long run, such delineation of employees from
security efforts could hurt the organizations assurance for security information. Robeznieks (2005) claims that one
of the biggest problem with non compliance with HIPAA is “no anticipated legal consequences to noncompliance”.
The main problem of non compliance with security rule is lack of proactive behavior on the part of health care or-
ganizations [26]. In a survey in 2005, 43% of service providers were compliant with security rules of HIPAA [26].

RQ3: Are there training procedures for proper computer use relating to information security?

This question examines the training initiatives established at the medical organizations. Are the controls established
by management thoroughly communicated and understood by all personnel?

The survey questions used to answer RQ3 follows:
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Table 7: Research question 3 with all items

Research Question Three All Mean of Groups

60 70 80 90

15) Auditing is viewed as a necessary com- | 1.84 194 | 200 | 158 | 257
plimentary action to improve the security
initiatives in my organization.

17) In my organization, there is an emphasis | 1.61 161 | 1.63 | 141 | 243
on establishing open communication channel
about security issues without the fear of re-
prisal

19) In my organization, security controls | 1.54 178 | 1.63 | 1.32 | 1.86
(encryption, access control, password policy,
segregation of duty) are viewed as a necessary
component for security

25) | am required to read the security policies | 2.23 244 | 263 | 1.90 | 2.83
frequently (Quarterly, bi-anually, annually) in
my organization

32) In my organization, | have frequent com- | 1.34 128 | 138 | 1.27 | 1.83
munication about social engineering issues and
am aware of how such tactics can create vul-
nerability for our system.

Most respondents agreed that training procedures were well established. The high mean score of 2.238 for question
25 indicated the possible failure or reluctance to read the security procedures (see table 7). An organization’s securi-
ty policies are the guide to their security program. Employees need to be encouraged to be aware of such policies
and should be in a way encouraged and rewarded for reading such policies.

Having and Davis (2005) in an survey found that 54% of respondents felt that the most effective strategy for limit-
ing threats to security of health records in their facility to be education and support staff. Two main themes con-
sistent in several health care provider surveys about security concerns have been education and adherence issues
[13].

RQ4: Is the awareness of information security established through proper procedures?
Avre training sessions established and mandated periodically for all personnel. Are training manuals established for
information security purposes? Do all personnel readily accept the mandate for continuing education of the security

policies?

The survey questions used to answer RQ4 follows:
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Table 8: Research question 4 with all items

Research Question Four All Mean of Groups

60 70 80 90

16) Security policies and procedures are easily | 2.26 | 2.12 3.13 1.80 | 3.83
accessible and comprehendible in my organization

18) We emphasize having informal meetings and | 1.59 | 1.67 1.38 150 | 217
discussions about importance of managing security
and privacy of the records in my organization

21) Training about security measures is provided | 2.98 | 3.39 3.50 252 | 343
regularly to the staff/personnel in my organization

22) In my organization, security policies and proce- | 2.81 | 2.59 2.00 297 | 371
dures are periodically reviewed

24) In my organization, | understand what infor- | 2.57 | 2.83 2.88 219 | 333
mation | have access to and why?

26) | am required to access health information only | 2.04 | 2.00 1.75 200 | 271
through approved devices and software in the organ-
ization.

30) | am allowed to use removable storage media | 1.79 | 1.61 1.75 200 | 143
from outside on my machine in the organization.

31) In my organization, | am required to take per- | 1.50 | 1.61 1.38 166 | 1.43
mission to use social networking sites

33) | am aware of the procedure about what to do | 1.43 | 1.41 1.50 1.47 | 1.86
when my system has malware in my organization

Questions 16, 21, 22 and 24 had the highest negative score among all respondents (see table 8). Training appears to
be inadequate for many employees. There is some indication that training reaches most proficient levels at the start
of new regulations but spirals downward after time. Research literature in information systems has consistently iden-
tified training as one of the most important ingredient in the success of security programs. Ongoing employee train-
ing and education are essential in achieving and sustaining HIPAA compliance. Possible training and awareness
methods include computerized training modules, automated training programs, frequent communication and em-
ployee recognition for good compliant behaviour [13].

RQ5: Does the organization communicate the need for information security adequately? Organizations need to
monitor whether too small or too large a certain percentage of employees never get the message. Communications
in most organizations is a problem area. With the tremendous technological capabilities available communication
problems should decline significantly.

The survey questions used to answer RQ5 follows:
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Table 9: Research question 5 with all items

Research Question Five All Mean of groups
60 70 80 90
20) Access to the system is based on the role that | | 2.14 2.18 250 | 182 | 3.20

play in the organization.

23) There exists a clear structure for disciplinary | 2.61 2.78 3.00 | 230 | 3.17
action in case of noncompliance with policies and
procedures in my organization.

27) 1 am required to report any misuse of infor- | 1.98 1.89 1.63 | 2.07 | 2.89
mation (that | am in-charge of) or its inappropriate
access

28) | am aware of the password policy that | have | 3.54 3.22 350 | 353 | 445
to comply with, in my organization

29) | frequently receive communication about | 1.93 2.00 217 | 1.76 | 2.33
acceptable security behavior in my organization

34) In my organization, there is an ongoing effort | 1.60 1.61 175 | 160 | 1.71
on training and education of employees about secu-
rity issues.

Question 28 had the highest negative score of any question (see table 9). In order to have computer access, individu-
als must know their password and the procedures relating to password use. Password creation and change policies
have been more complex and frequently required. The conclusion from these results infer a dislike of the proce-
dures rather than an understanding and awareness of the policy. It is obvious that anyone using the computer sys-
tems must know and understand how to create and use passwords. Rules mandating password creation and use are
often disregarded unless software is in place that requires time limits and password creation rules. Da Veiga and
Eloff stated that user awareness, education, and training are critical information security components [9]. Medlin
suggest more employee training is required for improving employee password selection [23].

Communication and training for employees would be the key in this process of assuring consumers about safety of
their information. The most common training methods used by HIPAA employed by respondents are pamphlets,
formal classes and informal training and the not-so-common method is computer based training [12]. However this
data is from 2002 and much has changed since then including a major rise in electronic medical records. It requires
further investigation to see how much computer based training is provided currently.

Organizations have rewritten policies and procedures (74%) for their HIPAA compliance program in light of
HITECH [25]. Training for compliance increased in 65% of respondent organizations with internal auditing in-
creased by 36%. Resources have often been cited as most important barrier for full HIPAA compliance [2]. Con-
sumer awareness has also been regarded as a significant step to achieve compliance.

HIPAA compliance and creating a safe IT infrastructure is not a result, it is an ongoing process. Even if an organiza-
tion is compliant at a given point in time, the challenge lies in establishing a protocol for maintenance and rein-
forcement of security standards [13]. The importance of internal auditing must be stressed to ensure continued com-
pliance. The Healthcare industry has much to learn from HIPAA as it moves towards integrated electronic health
record nationwide. There is considerable debate over whether the security and privacy issues with national integrat-
ed health records are a bigger problem currently [2].
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Group wise analysis

Table 10: Research questions data- group wise

Means of all Research Questions by Groups
RQs All Groups

60 70 80 90

RQ1 | 1.80 1.73 201 | 1.64 2.01
RQ2 | 194 1.97 197 | 1.82 2.39
RQ3 | 1.71 1.81 1.85 | 1.56 2.30
RQ4 | 211 2.14 214 | 201 2.66
RQ5 | 2.30 2.28 243 | 2.18 2.96

For research question 1, which alludes to a strategic plan for security compliance, the overall agreement in entire
respondent population was high. This suggests that healthcare organizations do plan for compliance and take this
preparedness seriously. Group 80, which comprises for administrators, did the best on this question (see table 10).
Research question 2 refers to proactive preparedness of organizations for security, capture of information about se-
curity policies, procedures, auditing and culture. The overall mean was low indicating an agreement with the items
on this question. Group 90, student trainees, did not have an overall significant score on this question indicating a
lack of understanding of this group about proactive measures of the organization. This could be due to lack of proper
understanding of processes and procedures due to the nature of their job. Trainees by definition are starters in the
organization inexperienced and lack institutional knowledge. For research question 3, training and education, there
is an overall agreement about the use of such effort of security management. Group 90 again reached the highest
score suggesting lack of training for entry level personnel in such organizations. This might be a problematic area
because starters should have more opportunities about training and education than people who have been in organi-
zation for years. Research question 4 is about security awareness through various mechanisms in the organization.
The overall population has a disagreement with this question with the highest score again by group 90. This is not
surprising because a lack of training and education would definitely lead to lack of awareness of about security is-
sues. Finally research question 5 is about communication with employees in health care organization, about security
related issues. Again there is a general disagreement in the entire group with group 90 scoring the highest mean.
This suggests a serious issue that needs to be looked into immediately. Health care organization should be open
about communicating with its employees and explaining the need for various security initiatives. Lack in communi-
cation often leads to misunderstanding and creating vulnerability [13].

Contributions and Limitations

This study is a preliminary step towards assessing the preparedness of heath care organizations in meeting security
requirements for being HIPAA compliant. This study contributes mainly in three ways. First, it provides a starting
point for other studies investigating security HIPAA compliance needs. There are few studies done in security in
healthcare context and insights from this study add to the body of knowledge in this area. Second, methodologically
the survey instrument created in this study could be used by other researchers. Third, practitioners in the health care
industry can use the survey to assess their security preparedness and can find avenues of improvement based on the
organization’s score on the survey. The study is not without limitations. The most common limitation for a survey
based research is common method bias. Also, the respondents were limited to students enrolled in degree programs
of the universities where data was collected. Further research could look at data collection from health care service
providers.
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CONCLUSIONS AND FUTURE RESEARCH

The purpose of this study was to examine security preparedness of health care organization in compliance with
HIPAA security rules. The study analyzed survey data from individuals working in health care industry assessing
the state of security awareness in such organizations. The respondents were categorized into four groups based on
the job description they provided in the survey. The four groups identified were: administrators, direct care provid-
ers, ancillary support and student trainees. The data was analyzed to answer five research questions identified at the
beginning of the study. For each research question, five or six items were identified. These questions were devel-
oped based on the security rule of HIPAA. For each question, the overall mean and group wise mean were calculat-
ed and compared. For the most part, the overall means of the items for the entire group seemed significant but there
were interesting insights when we compared the means of different groups. Security culture building measures and
relevant training seemed inadequate, as were communication and deterrence practices. The message is: there are
certain key issues that are not being adequately addressed in health care organizations. The issues such as training,
communication, culture and deterrence practices have been identified as important factors for overall effectiveness
of security. Further, this preliminary analysis suggests some initial planning points for health care organizations to
consider when developing security and assurance plans.

This study is a first step in assessing security awareness and preparedness of health care organizations. It requires
significant further development. There are several research directions that stem from this work. First, we could fur-
ther analyze the data and see if there is a significant difference between the groups of respondents identified here
and its relationships with different aspects of security management. Second, more data would be required to study if
there is any significant relationship between security awareness and gender, age, education status, or size of health
care organization. Third, this study uses constructs of security that have been identified as important for other indus-
tries. Even though conceptually it makes sense that health care organizations would have similar security issues, it
requires more study to search out specific security measures that are tailored more to health care organizations rather
than just any type of organization. Even though the security requirements are the same, relatively little has been fo-
cused on the unique managerial, regulatory, and policy challenges found in healthcare [1]. Fourth, a structure equa-
tion modeling tool could be used to estimate the relationship between different dimensions of security being studied
here and overall security preparedness of organizations.
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