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ABSTRACT 

Organizations need to understand the specifics of the security countermeasures in order to deploy a successful 

security program. Given the large number of security breaches that occur, organizations have to customize their 

security models and sharpen their security policies in order to be considered in the organizational information 

convergence. Such an information convergence of security policies and other security programs along with the user 

awareness of security deterrence methods of certainty and severity of sanctions may bring fruition to the success of 

the security programs. This study uses the theoretical lenses of the General Deterrence Theory to explore how the 

security countermeasures impact security information flow in an organization and how they in turn impact the 

security performance of the organization moderated by awareness of security. 
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INTRODUCTION 

Organizations invest to obtain information and spend a lot of time, effort, and money to accumulate that information 

in order to remain competitive. As the manufacturing and the marketing operations of organizations make way 

through the global business world, use of the accumulated information and the technologies associated with the use 

of such information becomes more and more vital to organizations. Moreover, the advent of new flexible and 

affordable technologies is influencing the organizations to increased use of information thereby increasing their 

reliability of those accumulated information. Therefore, information is a key resource of an organization. While this 

importance of information has been recognized for a very longtime as possibly the most critical resource in the post-

industrial age[20], the downside of facing security threats to the accumulated information has increased dramatically 

as well. Increased reliability has prompted organizations to invest more and more to prevent those security breaches. 

While organizations have invested in capabilities for prevention, detection, and Web-related security initiatives 

using security countermeasures, a recent survey reveals a troubling degradation in core security-related 

capabilities[17] Moreover, a study illustrated the need for increased levels of policy in information security[26]. To 

strengthen the security, organizations must understand how their security countermeasures and the information flow 

of security countermeasures influence the success and performance of security. In this study, a research model will 

be proposed that may lead to testing the impacts of security countermeasures on the success of organizational 

information convergence in organizations through the lens of a general deterrence theory. We anticipate the results 

to be of great importance to information systems security managers.   

GENERAL DETERRENCE THEORY 

The General Deterrence Theory (GDT) assumes that potential violators are made aware of efforts to control anti-

social behaviors and people respond to "policing" and the punishment that is associated with effective policing 

[1,2,7]. The main theme of GDT is based on the belief that businesses are especially concerned with making profit 

and therefore they are “amoral calculators”[14].  Hence severe consequences that surpass the cost of compliance 

have the potential to compel businesses to adhere to rules and regulations[25]. Schuessler[19] suggested that GDT 

posits that individuals can be dissuaded from committing antisocial acts through the use of countermeasures such as 

strong disincentives and sanctions relative to the act. Harsh actions taken against violators, it is believed, send a 

clear message in the community of regulated industries. This theory has been applied to Information systems to 

investigate in monitoring security, enforcing company policy, and executing guidelines. GDT has been used to argue 
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that information security actions can deter potential computer abusers from committing acts that violate 

organizational policy[11,22,23,24]. Schuessler[19] also noted that when using GDT as a guideline, countermeasures 

could be put in place to eliminate security threats or at least mitigate some of the risk. D’Arcy et al. [4] introduced 

and tested an extended GDT model that posits that user awareness of security policies, security education, training, 

and awareness programs, and computer monitoring directly impacts user perceptions of the certainty and severity of 

sanctions associated with IS misuse, which in turn have a direct effect on Information Systems (IS) misuse intention. 

In IS, the "policing" activity occurs when, for instance, security officers use deterrents to monitor and enforce policy 

and distribute information about organizational guidelines for acceptable system usage. Enforcing severe penalties 

for serious security violations is thought to dissuade potential offenders, especially less motivated potential 

offenders, from illicit behaviors[24].  

 

RESEARCH MODEL 

 

Straub[22] found that IS security deterrents drastically lesson occurrences of computer abuse. The study found that 

the preventives and the deterrents led to success with regards to information systems security. Some researchers 

posit that although GDT has provided a reasonable theoretical background for understanding computer abuse, it has 

not led to practical successes, partly because organizations have not adequately applied it to their real environments 

and because the theory does not cover all the factors affecting computer abuse[16]. In this study, we use another 

dimension which is another important security criterion, the knowledge that is essential to evaluate the risk 

associated to the security attacks in order to implement appropriate countermeasures. In the deployment of smart 

cards, Renaudin et al.[18] emphasizes that knowledge of security approaches, both software and hardware, is 

essential to implement appropriate countermeasures. Up-to-date knowledge of security threats to devise security 

mechanisms that are effective is also essential in building secure systems[9]. Figure 1 shows the newly extended 

version of the GDT. The GDT can be extended to include the countermeasures of security that are generally 

executed in organizations. Kotulic and Clark[15] defined countermeasures as an array of organizational devices to 

deter, prevent, or detect security breaches. As customized security mechanisms using security knowledge is better 

than traditional countermeasures of detection[13], we will use security knowledge in place of detection mechanisms. 

The three countermeasures of security knowledge, preventions, and deterrents are used in our extended GDT model. 

We explore this model further in our research model. 
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In our research model, we use the theoretical lenses of the GDT to explore how the countermeasures impact the 

security information flow in an organization and how they in turn impact the security performance of the 

organization. In this section, we articulate the relationship between the security countermeasures to the security 

information flow and further to the success of organizational information convergence.  

 

Security Information Flow 

 

An organization needs to take several steps concerning information systems security.  One, managers who realize 

they need to improve security, have to first institute clear policies detailing what is acceptable and what is not. This 

is the first step in having successful deterrents.  The policy needs to be explicit and attempt to address all foreseeable 

scenarios. The second step is to educate users.  Users should be thought on what is acceptable and what is 

unacceptable in accordance to the policy set in step one.  Users should clearly understand the harsh consequences for 

violators depending on the severity of the violation. Third, Information systems security officers should focus on 

data security.  This includes observing suspicious activities, monitoring passwords and classification of data. Fourth, 

the study also implies that to discourage computer misuse, utilization of security software plays a role[22]. 

Information sharing inside organizations forms the real basis of all organizational processes and activities. The 

information sharing is also essential in streamlining all processes and decision-making capabilities inside an 

organization. Moreover, organizations process information internally to reduce uncertainty and equivocality or 

ambiguity[5]. The processed information is used to accomplish internal tasks, coordinate activities, and interpret 

external environment. Such processed information includes controls (rules and regulations) which are established to 

provide a known response to problems that have arisen in the past. Those established rules, procedures, standards, 

and policies provide a fixed, objective knowledge base from which employees can learn to respond to routine 

organization phenomena[5]. That information is ingrained in the security controls and are accomplished as part of an 

organization-wide information security program that involves the management of organizational risk that includes 

the risk to information, individuals, and the organization as a whole. Such information has to be transferred to the 

employees of the organization. This information transfer is often attained by various organizational programs and 

security policies. The security policy is the most important layer of security available to an organization and they 

define the security philosophy and the organizational security activities are the basis for all subsequent security 

decisions and implementations. Also, a fundamental part of an organization's security function is the implementation 

of a security education, training, and awareness (SETA) program. Both the security policy and the SETA program 

are relatively low-cost protection mechanisms with the potential for high returns-on-investment[6,27]. The 

organization security information consists of the countermeasures including the detection, the deterrence, and the 

prevention methods. This information flow is accomplished through the security and SETA programs in an 

organization.  

 

Preposition 1: 

Customized countermeasures of security and user understanding of those countermeasures through the 

security and SETA programs are positively associated with increased organizational security information 

flow. 

 

Awareness of Certainty and Severity of Sanctions 

 

Deterrence refers to the fear inflicted by a previous experience of inspection, a warning, or a reprimand on a 

business. Informal social and economic sanctions are more successful in deterring crime than the risk of legal 

penalties. Negative publicity can drive away customers and could lead to loss.  GDT focuses on consequences of 

carrying out a malicious act and how these consequences deter others from committing illicit acts. This theory draws 

attention to two categories including certainty of sanctions and severity of those sanctions. If there is a high major 

threat of punishment (deterrent certainty), in addition to having the security violation be severe, GDT states that 

those who are planning to commit criminal acts will be reluctant to do so. Therefore, the theory assumes that if those 

who are planning to commit malevolent acts will stop and think twice if there are significant consequences to their 

actions. The main idea here is for the users to be aware of those sanctions and most importantly the certainty and 

severity of those sanctions. We use the awareness factor of GDT as a moderator in our research model. 
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Security Information Convergence 

 

Convergence is the approach toward a definite value, a definite point, a common view or opinion. Organizational 

information convergence in security relates to the convergence of security measures and the operational element of 

the security measures. Security policies consist of detailed guidelines on the proper use of organizational IS 

resources[28] and  provides knowledge of acceptable and unacceptable conducts that can deter punishment[16]. 

SETA programs also have similar deterrent effects that are achieved through meetings and seminars to reinforce 

consequences of misuse[4]. Although a research points out that security policies was not associated with diminished 

quantity or severity of medical record security incidents[29], other research are more successful with the 

introduction of policies in organizations to thwart misuse of IS resources. We look at the security incidents in an 

organization with the security information convergence and we posit that this information convergence is vital to the 

deterrence and prevention of security incidents.  

 

Preposition 2:   
Organizational security information flow consisting of countermeasures moderated by the awareness of 

certainty and severity of sanctions is positively associated with the security information convergence. 

 

Security Program Success 

 

The success of a security program depends upon how well an organization converge their security information to the 

users. Security programs focus on protecting information present in business processes and organizations that 

articulate and enforce their policies benefit immensely. This is accomplished by establishing a security program[12]  

and enforcing the program[22]. A successful security program can be measured by how well its community 

members are engaged in its development; how well they understand the roles and responsibilities; and most 

importantly, how well the organization can minimize damage from malicious attacks and unauthorized access to 

their systems. The ultimate measure of success in a program is its value to the organization. Deterrent certainty uses 

the measure of success of the security effort[22]. Moreover, if the certainty is merged with appropriate measures that 

the users are aware and if there is an information convergence that exists in an organization, the security program 

may be successful. Hence, 

 

Preposition 3:   
Organizational security information convergence is positively associated with the success of the security 

program in organizations. 

 

CONCLUSION AND FURTHER RESEARCH 

 

This study proposes a model through the theoretical lens of GDT to investigate security. We look through the 

theoretical lenses of GDT to explore how the countermeasures impact the security information flow in an 

organization and how they in turn impact the security performance of the organization. We also articulate the 

relationship between the security countermeasures to the security information flow and further to the success of 

organizational information convergence. A set of prepositions are proposed in this study that forms the basis of our 

study and using these prepositions, we are making progress to understand the success of security programs in 

organizations. We are well underway in gathering data using a survey instrument and we will use an empirical 

method to further this study.    
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