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ABSTRACT

Introducing students to industry standards supports one of the basic aspects of constructivism in that using
standards in the classroom provides real world and authentic information from which students can develop, or
construct, knowledge. Since students come to the classroom with some familiarity with data security, use of the PCI
DSS requirements in classroom activities provides the means by which students can explore new information that
both challenges and enhances their preexisting concepts of security. The challenges students face in ranking the
difficulty of PCI DSS compliance for business represents a challenge that is also experienced by business owners.
Before information systems students are able to help businesses manage risks associated with accepting credit
cards, it is important to first educate them about the PCI DSS requirements. Using the constructivist approach, the
first step is to understand where students are before creating activities to take them further. This paper presents a
study that examines students’ perceptions of the PCI DSS requirements. Specifically, the data illustrates the desire
to know what students thought about the difficulties business face when complying with the 12 requirements in the
PCI DSS in order to allow students to explore the complexities of data security.
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INTRODUCTION

Introducing students to standards in industry, such as those in place for the retail card payment industry, is a
beneficial way to let them learn about the real world by providing a glimpse of future challenges and expectations in
a safe environment where mistakes are not costly. The use of industry standards in the classroom also supports the
epistemology of constructivism, which provides that students build new knowledge on preexisting knowledge, and
are encouraged to do so when faced with real world problems, such as data breaches. The majority of data breaches
(96%) occurred in firms that were not compliant with Payment Card Industry Data Security Standard (PCI DSS)
requirements and the majority of these incidents occurred in Level 4 firms with fewer than 20,000 transactions a
year and with fewer than 1000 employees [32]

As educators, it is necessary to understand what knowledge students bring to the classroom in order to develop
activities that will assist them in building on that knowledge so that they can contribute positively to information
security measures in their future workplaces. For students in the in the core management information systems class,
the Payment Card Industry Data Security Standard (PCI DSS) is an excellent choice for the classroom. These
college-level students already have ideas and experiences with credit cards and with data security so most of the
concepts are familiar to them. Census statistics show that industries often associated with credit card payments such
as the retail trade industry, accommodation and food service, and health care are industries that employ the largest
percent of workers [25]. In addition, over 99% of employing firms are considered small businesses and it is in these
small businesses where it’s valuable to have students working who are more knowledgeable about information
security, particularly in the area where customer cardholder data is concerned [25].

Using a constructivist approach to the study of data security, the initial step is to help students, and educators,
identify what the students already know about data security and then using that knowledge as the foundation for
further study. Ultimately, it is hoped that students graduate from college with the ability to assist business in the
identification and implementation of industry standards. Before information systems students are able to help
businesses manage risks associated with accepting credit cards, and before other students in our core information
systems classes enter the workplace, it is important to first educate them about the PCI DSS requirements [22] prior
to a focus on technologies such as tokenization that retailers use or end-to-end encryption or challenges like network
segmentation that retailers face in order to meet PCI DSS requirements [15].
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The 12 PCI DSS requirements, developed in 2004 cover the need for businesses to have a secure network, protect
cardholder data, maintain a vulnerability management program, have strong access control measures and monitor
and test networks, and have an information security policy. According to a study conducted by Verizon [Verizon
2011], which examined compliance experiences of over 500 businesses in 2010, some requirements are more
difficult for businesses to comply with than others and show lower rates of compliance (see Table 1 below).

This paper presents a study that examines students’ perceptions of the PCI DSS requirements. Specifically, a
ranking exercise showed what students thought about the difficulties business face when complying with the 12
requirements in the PCI DSS. Student rankings were compared to realities faced by businesses as in a manner not
uncommon to research which examines what students perceive as difficult and compares it to what faculty perceive
as difficult concepts in a course [20]. The ranking exercise also supports the principles of constructivist
epistemology.

Table 1: PCI Requirement Compliance Sorted By Difficulty of Compliance from Low to High

Categorization as Low,
. Moderate or High
PCI DSS Requirement 2010 Difficulty for Business
Compliance
7. Restrict access to data by business need-to-know 75% Low Difficulty
4. Encrypt trapsmlss1on of cardholder data and sensitive information 729, Low Difficulty
across public networks
5. Use and regularly update anti-virus software 64% Low Difficulty
2. Do not use vendor-supplied defaults for system passwords and other 56% Low Difficulty
security parameters
9. Restrict physical access to cardholder data 55% Moderate Difficulty
6. Develop and maintain secure systems and applications 53% Moderate Difficulty
10. (}z;ck and monitor all access to network resources and cardholder 520, Moderate Difficulty
8. Assign a unique ID to each person with computer access 47% Moderate Difficulty
1. Install and maintain a firewall configuration to protect data 44% High Difficulty
3. Protect stored data 42% High Difficulty
12. Maintain a policy that addresses information security 39% High Difficulty
11. Regularly test security systems and processes 37% High Difficulty

USING INDUSTRY STANDARDS
Use of Standards in College Classrooms
Students working with industry standards, such as those for the retail card payment industry, PCI DSS, are given the

chance to better understand the real-world difficulties retail businesses face when accepting credit cards payments.
Such tasks in the classroom will make students more aware of their role in helping businesses navigate their way
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through compliance with industry standards and avoid the risks associated with non-compliance. Students familiar
with industry standards gain real-world knowledge in the industries in which they plan to one day work. Several
different types of standards are being used in post-secondary education in a wide range of disciplines from
accounting to software engineering [12, 13, 17]. In accounting, for example, using current accounting standards
helps students understand changing global practices. The Securities and Exchange Commission (SEC) is expected to
switch from Generally Accepted Accounting principles (GAAP) to International Financial Reporting Standards
(IFRS) within the next decade. It is critical to teach those standards in the classroom so students become familiar
with global industry practices [13].

Even though the use of standards occurs in a variety of disciplines, it is often found in software engineering and
information systems classrooms. The use of standards in the classroom can be classified in several different ways:
standards can be included in vocational or university settings; students can interact with standards at the graduate or
undergraduate level; standards can be modified or unmodified; and standards can be developed by industries or
corporations. For example, the corporate Nokia OK application standards are being used with software engineering
students at Auburn University to better prepare them for potential employment [29]. Nokia designed the Nokia OK
application standards as a guide to programming wireless devices. Besides corporate standards, industry standards
such as the ISO standards, for example, have also been used in information security classes.

Research also demonstrates that standards have been used in the college classroom at the vocational, undergraduate
and graduate levels. For example standards such as the IT life cycle processes (ISO12207) have been used in
doctoral level IT courses to give a baseline framework for explaining how the software lifecycle works [26]. On the
other end of the spectrum, standards have frequently been used in undergraduate programs, such as students using
the corporate Nokia OK application standards [29] and software engineering students using the Unified Process
standards better understand programming [12]. Besides using standards in university level classes, standards are also
important to include at the vocational and community college level. Many technical-level jobs require the use of
standards and industry requires entry-level candidates to be knowledgeable in the applicable standards [33].

Several barriers to the use of industry standards in the classroom can arise. The first is that students may not be at a
level where they can fully grasp the complexities of the standards often due to their length. For example, the security
standards for federal information systems published by the National Institute of Standards and Technology are over
400 pages long [19] which can be unsuitable to use in a typical semester. When standards are overly long or
complex, it is possible to rewrite those standards for a more user-friendly version. For example, the corporate Nokia
OK application standards were modified both to remove references specific to Nokia and to simplify the standards
by removing overly-technical language [29]. Another constraint could be the actual cost of obtaining the industry
standards for classroom use. It might be possible to overcome this issue through library purchases of standards that
are then made available for classroom use [28].

Payment Card Industry Data Security Standard

Fortunately, PCI DSS is at a level of complexity that college students can understand, so the noted barriers to using
industry standards in the classroom are not at play when using PCI DSS requirements. Rather, most of the
requirements are straight forward and involve concepts already familiar to college students. PCI DSS requirements
were developed as a joint venture between major credit card companies: American Express, Visa, MasterCard,
Discover and JCB. While overall data security is involved in the standard, the protection of card holder data,
securing account numbers and access codes, are the key to the protection efforts [16]. The Payment Card Industry
Council serves as an oversight board and coordinates the development of modified standards, a process that involves
all the card company members.

The failure to comply with the PCI DSS requirements has serious consequences for businesses. Under the
contractual agreement that binds the business to the PCI DSS requirements, noncompliance can result in fines,
increased transaction fees or ouster from the card payment system [23]. The federal government also investigates
and acts against businesses not in compliance with the PCI DSS requirements when a data breach occurs. Actions of
the Federal Trade Commission, established under the Federal Trade Commission Act, demonstrate that the agency
deems non-compliance with the PCI DSS requirements to be an unfair and deceptive trade practice [9]. Several
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states, including Minnesota and Nevada have enacted statutes using the PCI DSS requirements as the legal standard
for data security in the card payment industry [18, 21].The legal issues associated with not complying with PCI DSS
standards contribute to the incorporation of the standards into the classroom being a worthwhile activity.

How would student responses to the PCI DSS requirements compare to the business response?

In order to find out what students perceived regarding the implementation of the PCI DSS requirements, students
were asked to rank the requirements according to their how difficult they thought it was for businesses to comply.
This active learning activity exposes students to industry standards, calls on them to consider what they already
know about data security, and requires them to explore the concept further. Understanding student perceptions
before creating activities ideally results in more appropriate activities to help students better understand small
businesses and the security requirements they face in order to accept credit card payments. This method of exposing
students to industry standards also supports a constructivist approach to learning.

Constructivism and Active Learning

Active learning is a significant component of an epistemological philosophy called constructivism, the basis of
which is the concept that knowledge is acquired in a process that involves the construction of new knowledge onto
preexisting knowledge and experiences [30]. Students, then, can gain and acquire knowledge of data security
requirements by building on preexisting knowledge and experiences they already have in that area. By definition,
constructivism is an active method of learning that is dependent on the student’s interaction with new material rather
than on traditional classroom lectures. Learning is not focused on teaching; rather learning is a student-centered
process that is self-directed [14]. Educators guide students by providing opportunities for examining preexisting
knowledge in light of new information [27].

Certainly, students do come into the information systems classroom with their own perception of what data security
means and how businesses apply security concepts. They use passwords and usernames to protect online accounts
which contain information deemed private and/or sensitive [10]. Student experiences also expand to some
knowledge of security risks; the media supplies students with tales of identity theft and data breaches [4, 11]. When
students enter a classroom in which they will study a variety of information systems topics, security will already be
a familiar term. However, each individual’s background and experience will differ so, in accordance with a
constructivist approach, each student is permitted to explore his or her own knowledge with real-world problems [1].
This process also allows educators to get a glimpse of where students stand as to knowledge students have already
acquired [24].

The use of the PCI DSS requirements to introduce and study data security also promotes the application of
knowledge of situations the students will face in their futures. Some knowledge of payment card industry data
security standards are needed for all those entering business, not just those whose careers will be in information
systems. The security requirements ranking activity provides exposure to the demands of marketplace and enables
students to form connections between classroom and workplace [14].

RESEARCH METHODOLOGY

In order to understand student perceptions of difficulties businesses face when implementing PCI DSS requirements,
students were asked, in a survey, to rank six of the PCI DSS requirements from 1 (least difficult for businesses to
implement) to 6 (most difficult for businesses to implement) using each number only once. No teacher-structured
activity was conducted prior to the ranking activity that students were given.

The following procedure was used to create the two sets of requirements to be ranked: first, the requirements from
the Verizon Payment Card Industry study [31] were coded as low difficulty, moderate difficulty or high difficulty
based on the percent of organizations meeting that requirement. For example, the requirement that deals with
encrypting cardholder data (Requirement 4) showed an implementation rate of 72% and would thus be categorized
as low difficulty whereas the requirement dealing with testing security systems regularly (Requirement 11) showed
an implementation rate of 37% and would be categorized as high difficulty (see Table 2).
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Next, a random number generator was used to create two random sets with the following characteristics: the first set,
called the High Difficulty Set, contained one requirement considered low difficulty (Requirement 4), two moderately
difficult requirements (Requirements 8 and 9), and three requirements in the high difficulty category (Requirements
1, 3 and 12); the second set, called the Low Difficulty Set, contained three requirements considered low difficulty
(Requirements 2, 5, and 7), two moderately difficult requirements (Requirements 6 and 10) and one requirement in
the high difficulty category (Requirement 11). To understand the extent to which students understand the difficulties
businesses face when accepting credit cards, the following hypothesis was tested:

H;: There will be significant differences in the rankings students give to requirements categorized as low difficulty
compared to the items categorized as high difficulty

RESULTS

Surveys were administered to two sections of a core information systems class taken by all business majors. Of the
48 students who took the survey, 39 completed it, with male students comprising 56% of the sample while female
students comprised 44%.

For both the Low Difficulty Set and the High Difficulty Set described above, nonparametric Friedman tests [6] were
used to determine whether students thought some PCI requirements were more difficult for businesses to implement
than other requirements (see Table 2 on the following page).

There were statistically significant differences in student perceptions of difficulties that businesses would have in
implementing PCI DSS requirements for both the Low Difficulty Set, x*(5) = 36.306, p < .0001, and for the High
Difficulty Set, ¥*(5) = 20.156, p = .001. Post hoc analysis using a Wilcoxon signed-rank tests, with a Bonferroni
correction applied resulting level of significance at p < 0.017, were conducted to determine whether students ranked
requirements categorized as low difficulty differently than they did requirements categorized as high difficulty. For
the Low Difficulty Set, there were no significant differences between requirement 11 and requirement 5 (Z = -.846, p
= .398) or between Requirement 11 and Requirement 2 (Z = -.772, p = .440), students did perceive requirement 11
as more difficult to implement compared to Requirement 7 (Z = -2.871, p = .004). For the High Difficulty Set, there
were no significant differences between Requirement 4 and Requirement 1 (Z = -1.836, p = .066) or between
Requirement 4 and Requirement 3 (Z=-1.591, p = .112), or between requirement 4 and requirement 12 (Z = -2.045,
p=.041).

Table 2. Means for Student Rankings of PCI DSS Requirements in the Low and High Difficulty Sets

N M SD
Low Difficulty Set of PCI Requirements

Requirement 5: Use and regularly update anti-virus software 18 2.06 1.259
Requirement 11: Regularly test security systems and processes 18 2.39 1.145
Requirement 2: Do not use vendor-supplied defaults for system passwords 18 2.94 1.662
Requirement 7: Restrict access to data by business need-to-know 18 3.89 1.323
Requirement 10: Track and monitor all access to network resources and 13 490 1592
cardholder data

Requirement 6: Develop and maintain secure systems and applications 18 5.11 1.183

High Difficulty Set of PCI Requirements

Requirement 8: Assign a unique ID to each person with computer access 21 2.24 1.578
Requirement 9: Restrict physical access to cardholder data 21 3.19 1.470
Requirement 12: Maintain a policy that addresses information security 21 3.29 1.707
Requirement 1: Install and maintain a firewall configuration to protect data 21 3.62 1.687
Requirement 3: Protect stored data 21 4.00 1.414

Requirement 4: Encrypt transmission of cardholder data and sensitive

information across public networks 21 4.67 1183
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Assigning ranks to the Verizon Study data [31] based on the percent compliance and comparing these ranks to
student perceptions of compliance difficulty indicate that there are PCI DSS requirements where there is
disagreement (see Figure 1 on the following page). For example, while companies in the Verizon study found easy
to comply with Requirement 4 (Encrypt transmission of Cardholder data) and Requirement 7 (Restrict Access to
Data Based on Business Need to Know), students thought both of those requirements would be much more difficult
to implement. Conversely, while businesses found it more difficult to comply with Requirement 11 (Regularly Test
Security Systems and Processes) and Requirement 12 (Maintain an Information Security Policy), students thought
those requirements would be less difficult to comply with.
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Figurel: Comparison of Ranks of the 12 PCI DSS Requirements
CONCLUSIONS

While it is not entirely surprising that student perceptions of the abilities to comply with the 12 PCI DSS
requirements differ from the experiences of businesses going through the compliance process, it is nonetheless quite
interesting. It is possible that students find Requirement 4, concerning encrypting the transmission of cardholder
data across public networks, difficult because students don’t understand the word encryption or don’t understand the
process of encryption. Researchers have suggested that if we don’t understand something, such as a process or
product, it might be that we consider it difficult because that which we don’t understand is an innovation [5], and
certainly, this occurs in the realm of technology quite often; however, though encryption techniques evolve, the
concept itself would likely not be considered an innovation per se. Another recent study [20] showed that college
students found concepts such as the Fourier Transform difficult precisely because they didn’t understand the
computational steps involved and had a difficult time connecting steps in a process to a concept. A related reason
students found the Fourier Transform concept difficult was because they “got lost” in the mathematical symbols.

Besides not understanding a concept because it may be innovative or students may not understand the steps involved
in the process or the symbols that represent the concepts, students might also find something difficult because of the
vocabulary used. Language, like math and artificial systems, has syntax and utilizes symbols [2] which may be
difficult for students to understand. It has long been known that when students don’t know the vocabulary words in a
sentence, they have difficulty understanding what they read [3]. For example, Davis [7] examined nine reading skills
and showed that for college students, word knowledge plays a critical role in reading comprehension noting that “to
read at all it is necessary to recognize words and to recall their meanings,” (p. 191). A later study [8] utilizing a
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cross-validated uniqueness analysis using multiple survey forms found that in tests of reading comprehension, nearly
a third (32%) of the unique variance associated with word recognition was unique among the eight skills examined
in the study which included such skills as being able to follow the structure of a passage, identify techniques used by
writers, recognize an author’s attitude, tone, mood or purpose, draw inferences from a passage and find answer to
questions. This lack of comprehension may contribute to the perceptions that students have regarding it being
difficult for businesses to comply with. Much like students might consider that which they don’t understand to be
difficult, students might, on the other hand, consider that which they do understand to be easy. It may be that
students perceived that Requirement 12 (maintaining an information security policy) and Requirement 11 (regularly
testing security systems and processes) would be easier for businesses to comply with because the students
themselves are familiar with the concept of a having a test to determine success and familiar with policies. Even so,
student experience with policies has more than likely provided them with policies that are easier to maintain (no
parking, no smoking, no hat, no shoes, no service) than typical corporate policies which are often broader and
certainly leave room for interpretation.

This research represents a first step in a longer constructive process that starts with understanding what students
perceive about PCI DSS requirements and business compliance. First, future research is in order to better understand
why students think encryption is difficult for businesses to comply with and why they think regularly testing
systems and maintaining information security policies are easier for businesses to comply with. Later, future
research is in order to measure the effectiveness of activities and learning experiences we create to help students in
core management information systems classes better relate to business realities where information security involving
credit cards are concerned. It is clear that we have our work cut out for as we attempt to align our students’ thinking
with the experiences of businesses by adding to our students’ current knowledge of information security by building
new knowledge constructively.
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