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ABSTRACT

The curriculum of a program in Information Technology must be current and competitive to remain relevant and
valuable. The authors of this paper outline the evolution of an Information Technology networking lab that is used
to support undergraduate courses in networking and information assurance. An explanation of the processes,
opportunities, challenges, and outcomes are available in the Evolution of the Lab section. Finally the paper
concludes with implications for students and recommendations for other higher education institutions that are
considering implementing similar laboratory environments as a means of enhancing theory with practical hands-on
learning opportunities for students.
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INTRODUCTION

According to the Association for Computing Machinery (ACM) Information Technology 2008 curriculum
guidelines, “Information Technology is a laboratory discipline.” [2] A successful information technology program
must not only teach students soft skills, but also technical skills or skills in understanding and modeling
organizational processes and data, defining and implementing technical and process solutions, managing projects,
and integrating systems within and across organizations while focusing on the application of information technology
in helping individuals, groups, and organizations achieve their goals [9]. In research conducted by Taylor and White
[8], students were found, in most cases, to acquire and retain the necessary technical skills required in IT networking
courses better in a hands-on lab environment versus with traditional classroom lectures. The IS 2010 model
curriculum guidelines stated that appropriate lab facilities are needed to support project work [9]. One area of the IT
curriculum in which a combination of both theoretical and hands-on technical skills in a lab environment is needed
is in the area of computer networking.

The ACM curriculum guideline lists computer networking as one of the thirteen knowledge areas in their
recommended four year curriculum [2]. Yuan and Zhong [11] explained that computer networking is one of the
most challenging subjects for IT/IS students to learn and can also be challenging to teach when only a theoretical
lecture-based approach is utilized. Most IT instructors still primarily use lectures as the exclusive means to teach
networking courses. Imboden and Strothmann [6] noted that while there are countless textbooks, web resources, and
study guides, and tools such as Ping and Traceroute aimed at teaching networking concepts and providing hands-on
experience, students often perceive the resources as dry and limited in their ability to teach and demonstrate
application level consequences and network changes. One approach to addressing this problem is to engage students
by increasing the number of real-world and hands-on learning activities within the IT networking curriculum.

The benefit to introducing real-world and hands-on learning opportunities is that it creates an active learning
environment for students. Research by Floyd, Harrington, and Santiago [5] suggested that when IT students are
exposed to active learning assignments, including hands-on lab exercises, student cognitive engagement or the
integration and utilization of students’ motivations and strategies in the course of their learning increased. Koohang
[7] noted that such active learning environments help reinforce higher-order thinking skills and provides learners
with the opportunity to create knowledge in the course of social negotiation.

In early 2012, a group of senior capstone students in the Information Technology program of a college located in the
southeastern United States was tasked with a project to design, develop, and implement a lab that would support
hands-on learning for networking and information assurance students. The students were given a budget of
$2,000.00, 33 desktop computers, three servers, a printer, and a projector by the School of IT and the school’s Office
of Technology Resources. Additionally, the Office of the Provost covered the cost of cable installation which was

303



Issues in Information Systems
Volume 15, Issue II, pp. 303-310, 2014

installed by a professional contractor. The implementation of the lab was a success. It provided the infrastructure to
support courses including: Introduction to Information Technology, Networking Essentials, Windows Systems
Administration, Linux System Administration, Web Server Administration, Wireless Technologies, Data
Communications, Virtual Computing, and Network Security. The flexible, scalable, and enduring design of the
laboratory was carefully planned to ensure such a wide array of courses could benefit from this new tool now and
for several years ahead [10].

The networking lab is arranged as seen in fig. 1. The classroom contains four rows of desks with seats and
computers necessary to accommodate 8 students per row. A teacher workstation is available in the front of the
classroom with a computer, printer, projector, screen, and two dry erase blackboards. An adjacent room has been
converted into a server room containing two equipment racks, two storage cabinets, 1 work bench, and ample
storage and tools to support networking and security classes.
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Figure 1. Physical network layout in a networking classroom

Since Information Technology is a constantly evolving field, it is necessary for laboratory facilities to evolve and
expand to continuously support the academic needs of the IT program as a discipline and its students. This paper
outlines the evolution of the lab which can be used as a road map for other institutions that may be interested in
developing a similar learning facility.

EVOLUTION OF THE LAB

Beginning of the evolving networking lab — Generation 1

The first generation of the evolving networking lab had to overcome many hurdles associated with building a 37
node network including: designing the network, cabling the room, configuring hosts, building and configuring
physical and virtual servers, configuring and installing networking equipment, establishing connectivity between
devices, and establishing connectivity to the Internet. All the work was carried out by a class of graduating seniors
completing a senior capstone class with the exception of the cabling infrastructure that was installed by an outside
contractor. Guidance and oversight for the project was provided by the faculty from the School of Information
Technology [10].
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The resulting lab as seen in fig. 2 was created with the expressed goals of assessing student mastery of theoretical
concepts through practical demonstration, encouraging student autonomy, promoting active learning, and engaging
student inquiry through practical experimentation thus adhering to constructivism [10]. Following successful
implementation and initial testing, the lab began to evolve almost immediately as students and faculty used the lab.
The lab used software downloaded from Dreamspark for operating systems and applications. A minimal level of
security was achieved by using network address translation (NAT) at the Cisco firewall, Windows firewall, and
various free versions of anti-virus software on the individual PCs and servers [10]. Gradually refinements and
modifications were made by classes over the course of the next school year culminating in a project undertaken by
an upper level data communications class that led to a revamping of the network infrastructure. This proposed
change was considered to be a significant alteration of the underlying network infrastructure allowing for the
demonstration of more complicated networking concepts. Thus, the resulting network is considered to be Generation
2 of the evolving lab project.
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Figure 2. The original lab as implemented in the senior capstone project [10]
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While using the Generation 1 lab, the data communications students quickly reached the conclusion that the
implementation of the networking lab should be categorized as flat. A network that is characterized as being flat can
be functional while exhibiting the following drawbacks: reduced throughput resulting from the use of one large
broadcast domain, decreased scalability, and a lack of manageability. As a result, a class project for the semester
tasked the students with implementing a hierarchical structure within the network infrastructure in the classroom.
The students were given four additional guidelines: 1. All changes or implementations proposed should mimic the
usage of the given technology in industry. 2. Create an active learning environment while re-purposing salvage or
existing equipment [3]. 3. Adhere to and support vendor neutral standards employed in industry. 4. “Practice the
theory and methodology that we/you preach.”
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A hierarchical approach — Generation 2

The students used the design methodology and practices learned through various networking and project
management classes to determine the most appropriate design that would mimic small business networks found in
industry. The resulting design shown in fig. 3 simulates three different network locations found in three different
cities located in the southeastern United States. The use of a city naming convention reinforces the knowledge that
the serial links simulate WAN links across broader geographic ranges than what is found in a single campus or
server room. The use of the hierarchical design allows for scalability without significant re-design of the
infrastructure. Traffic is limited to only regions of the network that are needed. This limitation of broadcast domains
reduces the overall network traffic and prevents unnecessary use of bandwidth that would reduce overall
availability. This approach to design and consistent improvement is consistent with demonstrating the concepts
taught throughout the information technology curriculum. The use of different generations and platforms for the
servers demonstrates diversity and evolution of technology over time. The support of heterogeneous technologies
simulates the challenges found in industry by many network administrators. It is also necessary to acknowledge that
many network administrators are forced to act in adherence with the adage, “If it ain’t broke, then don’t fix it.” This
often produces network solutions that are an odd conglomeration of the old, the new, and simply what was available
to do the job. The overall level of network security did not increase significantly since the replacement router
continued to employ NAT, the software solutions for malware protection remained the same, and the introduction of
VLANS acted mostly as a boundary to support pods for group projects.

In order to satisfy the requirement of taking a vendor neutral approach for maintaining industry standards in teaching
networking and security, the lab and subsequent changes are constructed in such a way that the knowledge domains
used by CompTIA to create the Network + could be demonstrated using practical examples to support theoretical
learning in network and security classes. CompTIA lists five domains for the Network + exam: network concepts,
network installation, network media and topologies, network management, and network security [4]. A comparison
of CompTIA objectives, lab activities supported, and classes facilitated can be seen in Table 1. Although the
Generation 2 design does not completely satisfy all requirements and knowledge domains of CompTIA’s Network+
exam, future generations of the evolving networking lab will approach satisfying CompTIA’s learning domains as
well as other industry standard recommendations.

306



Issues in Information Systems
Volume 15, Issue II, pp. 303-310, 2014

Table 1. Comparison of CompTIA Network+ knowledge domains, lab functionality of Generation 2, and IT classes

supported

CompTIA Network+ Domain

Lab Objectives Supported

IT Classes Supported

Network Concepts
Apply/demonstrate the use of IP
addressing
Demonstrate routing and switching
technologies
Demonstrate the function of
networking protocols
Network troubleshooting
Virtual network solutions

Create a network addressing scheme
based on information provided
Configure routing and switching
Troubleshooting networking
problems as they arise or are
implemented as a learning tool
Install and use various networking
operating systems in virtual
machines

Network Fundamentals
Windows System Administration
Linux System Administration
Web Server Administration
Data Communications
Network Security
Routing and Switching
Virtual Computing

Network Installation and
Configuration
Install and configure routers and
switches
Install and configure wireless
networks
Troubleshoot routing, switching, and
wireless connectivity
Create a SOHO network

Create LANs to support small and
home business applications
Establish and troubleshoot peer-to-
peer networks
Opportunity for future growth:
Configure, troubleshoot, and test
wireless networks

Network Fundamentals
Web Server Administration
Routing and Switching

Network Media and Topologies
Categorize networking connections
Demonstrate cabling solutions
Compare and contrast WAN
technologies

Demonstrate cabling options
Terminate and test various types of
cabling
Opportunity for future growth:
install a telephony switch and
contrast WAN technologies by
assuming the role of service provider

Network Fundamentals
Data communications
Routing and switching

Network Management
Demonstrate the use of various
networking appliances
Use appropriate tools to troubleshoot
and implement network solutions
Document and optimize network
performance

Troubleshoot and monitor network
activity using various tools: sniffer,
cable tester, command line utilities,
benchmark software, protocol
analyzer, etc.

Network Fundamentals
Windows System Administration
Linux System Administration
Web Server Administration
Data Communications

Network Security
Implement Wireless Security
Establish network access security
Remote access management
Install / configure firewall

Demonstrate the basic practices that
promote/enhance network security
Install and configure firewall
software
Configure and test remote access
Opportunity for future growth:
Install a firewall appliance and
create a Linux firewall

Network Fundamentals
Windows System Administration
Linux System Administration
Web Server Administration
Data communications
Network Security

The re-purposing and use of salvage technology allows for greater use of available resources without significant
additional outlay of funds. Much of the equipment shown was re-purposed after it was designated as salvage by
several colleges throughout the region. In limited or single purpose roles, technology that is deemed inadequate for
large scale production use can easily support the lab needs of small groups or pods of networking students. For
example, an older router or switch that is maintained and upgraded to a newer or current internetwork operating
system (IOS) is more than adequate to support a group of students learning routing and switching fundamentals.
Computers that are not considered sufficient to use as classroom network clients can be ganged together to form
clustered network servers that offer significant learning opportunities and support for web and database classes.
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Figure 3. Logical layout for Generation 2 of the evolving network lab

As in the previous example that led to Generation 2 of the evolving lab, Generation 3 took rise from the observation
of students and concerned parties who encountered the second generation of the lab. As a result, we remained true to
the original guidelines that developed from the first two generations, but addressed four additional concerns that we
feel justifies the proclamation of Generation 3 of the evolving lab: 1. In an attempt to offer equal and consistent
resources to students across campuses, it became apparent that we should duplicate the resources and functionality
of the evolving lab on our second campus. 2. Following a year of research and collecting salvage computers that are
homogenous in terms of internal components and specifications, we will build a Beowulf cluster [1] from salvage
PCs and house it on the second campus lab [3]. 3. We will build a network that mirrors the diagrams provided to
our security competition teams. 4. Configure and implement remote access to the servers located on both campuses
for approved users. The securing of remote access technology connections when it is implemented and the
configuration of the VPN tunnel will provide an opportunity for networking and security student to employ
techniques leading to improved security in a network environment.

Scaling to create a duplicate and allowing remote access for practice — Generation 3

To begin the initial construction of the Generation 3 of the evolving network lab, students in a summer special topics
class will be divided into four separate functional groups: 1. Project Grendel — build a Beowulf cluster [1] from
salvage PCs 2. Configure, test, and implement the Generation 2 network lab on the second campus 3. Build the
security team practice network 4. Configure and test remote access to the servers located in both labs. As seen in fig.
4, the two LANs will be connected using a Virtual Private Network (VPN) tunnel for traffic between the networks.
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Figure 4. Logical layout for Generation 3 of the evolving network lab
Future growth and ideas for Generation 4

As we look forward to the continued evolution of the networking lab, it is obvious that changes are welcomed and
dependent upon unforeseen opportunities, new technologies, and innovative ideas contributed from many interested
parties. The planned changes for the Generation 4 project include a Linux firewall created by students on one
network, implementation of a hardware firewall on the other network, networking monitoring and optimization
efforts, and the addition of a switch to simulate WAN technologies. In keeping with guidelines established earlier,
we will allow students to participate in the design and implementation that drive the evolution, thus producing a true
activity-based learning environment that adheres to the tenets of constructivism.

CONCLUSIONS

In early 2012, a group of senior capstone students in the Information Technology program of a college in the
southeastern United States were tasked with a project to design, develop, and implement a lab that would support
hands on learning for networking and information assurance students. The initial decision to build a networking lab
was motivated by the need to supplement theoretical concepts with hands-on learning activities and to give
students experiences similar to those likely to be encountered in the work force.

Overall, the initial network implementation was a success. The lab provided the initial infrastructure to support
courses including: Introduction to Information Technology, Networking Essentials, Windows Systems
Administration, Linux System Administration, Web Server Administration, Digital Forensics and Data Recovery,
Wireless Technologies, Data Communications, and Network Security.

Over the past year, a group of IT students worked closely with a faculty sponsor to further enhance the lab so that
provided the functionality that corresponds with five of the CompTIA Network+ domains: network concepts,
network installation and configuration, network media and topologies, network management, and network security.
Students were able to utilize refurbished and salvage equipment to allow for a greater use of available resources
without the need for additional funding. Future expansion of the lab is planned during an upcoming semester that
will include the building of a Beowulf cluster, development of a duplicate lab facility at a remote campus, including
a VPN to tunnel traffic between the two campuses. In the long term, students will be tasked with implementing a
Linux firewall and applications servers to provide FTP and HTTP functionality for the School of Information
Technology. In all phases of the evolution, students will be involved, thus fostering an active learning environment
that adheres to the tenets of constructivism by providing active learning opportunities.
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In all phases of the evolution, students will be involved, thus fostering an active learning environment that adheres
to the tenets of constructivism by providing active learning opportunities.
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