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ABSTRACT

Millennial learners are the first group of learners to grow up using social media on a daily basis. Consequently,
educators often seek to incorporate social media applications and tools in their efforts to engage the learner in the
learning process. Unfortunately, one challenge is that most social applications are constantly connected to the
Internet and thus are susceptible to security attacks and abuse of data. There seems to be a limited amount of
research on the security and data privacy risks of using open or free social media application and tools outside of a
secure learning management system (LMS). This paper examined seven common online social media applications,
typically used by educators outside of a LMS, for existing data privacy security settings. Specifically this research
investigated if secured and un-secured content posted appeared in a simple google search. The results revealed that
content posted was easily found when the data privacy options were turned off. These results imply that a learner’s
digital identity may be affected for potential employers, significant others, friends, or educators when they are
googling information to learn more about them. This research provides an important foundation for future research
on how required usage of online social media applications outside a LMS affects the learners’ digital identity.
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INTRODUCTION

The rapid development of internet, applications, and mobile connectivity have revolutionized the way one
communicates, collaborates and educates (Rainie, 2012 Stantchev, Prieto-Gonzalez, & Tamm, 2015). Thiele, Mai,
and Post (2017) state that today education goes beyond “the presentation of information in a way to actively engage
a student in a room” (p. 80). They argue that education environment has shifted to interactive learning as students
and educators are tech-savvy. As a result, educators often seek out new technologies to integrate into their
classrooms for student engagement (Powell & Wimmer, 2015).

Extensive research has been conducted on the advantages and disadvantages of integrating social media tools and
applications in the online and face-to-face classroom environments (Menkhoff, Chay, Bengtsson, Woodard, & Gan,
2014; Thoms & Eryilmaz, 2014; Wheeler, 2010; Thicle & Mai, 2014; Chawinga, 2017). Almost every discipline has
explored the use of technology and social media integration into their courses.

LMS have the capability of learning content and resources, tracking and reporting of training or content accessed, as
well as, maintaining student submissions, grades, and interactions online within a controlled location that is
accessible 24/7 (Lonn and Teasley, 2009; Little-Wiles & Naimi, 2018; Wikipedia, 2019). Thus, the use of LMS has
vastly grown over the last two decades (Little-Wiles & Naimi, 2018). Today, many LMS integrate social media
tools and applications within their system.

However, one problem is that any LMS connected to the internet is susceptible to security attacks and abuse of data
(Furnell, Onions, Knahl, Sanders, Bleimann, Gojny and Roder, 1998; Furnell & Karweni, 2001; Warren and
Hutchinson, 2003; Raitman, Ngo, Augar, and Zhou, 2005; Mohd Alwi & Fan, 2010a, 2010b, 2010c; Schultz, 2012).
Exploitations and vulnerabilities of secure LMS have occurred within some of the most widely known platforms.
Specifically, several zero-day security vulnerabilities were discovered in Blackboard (Pauli, 2011; Schultz, 2012).
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There are also a few reported cases of admin or user logins compromised within Blackboard (Tillman, 2009; Daily,
2008).

Additionally, open source LMSs have similar, if not more, exploits and vulnerabilities (Schultz, 2012). Moodle is a
free, open-source LMS (Thiele, Mai, and Post, 2014). Moodle continuously releases several comprehensive updates
to address security vulnerabilities (Hawkins, n.d.; Constantin, 2017; Nagel, 2011; Shcultz, 2012).

While, there are many security and data privacy issues researched and addressed with LMS, there is little to no
research on the security and data privacy risks of using open or free applications or tools outside the LMS. Many
educators utilize some of the most common social media tools and applications provided outside of their LMS. Such
tools may include Twitter, Blogs, Facebook, Youtube (Awadhiya, Miglani, and Gowthaman, 2014), Screencast-o-
matic, LinkedIn, Voicethread, Prezi, and more.

Social Media Applications/Tools Outside of the Learning Management System

Educators often utilize open or free applications or social media tools housed outside of their universities LMS.
Research has shown numerous of examples of open or free programs housed outside of their universities LMS.
Table 1 highlights various research studies conducted on the common online social media applications.

Table 1. Highlights of Research Studies Where Educators Utilized Common Social Media Applications/Tools in the

Classroom
Social Media Research Study
Application/Tool
Facebook Sanchez, Cortijo, and Javed (2014) found that a primary use of Facebook by

students, when used in an academic context, was to facilitate and support
peer-relations.

Powell, O'Connor and Gehris (2013) utilized Twitter in an undergraduate
business application development to help students prepare for assessments.
They found that Twitter did help enhance student performance.

Powell and Wimmer (2015) utilized screencasts in an undergraduate hands-on
computer programming course as a means to help student learn. They found
that screencasts did help enhance student learning.

Campbell and Cox (2018) required graduate student to utilize Youtube for

(www.Facebook.com)

Twitter
(www.twitter.com)

Screencasts
(www.screencast-o-matic.com)

Youtube personalized learning assignment. They found that creating a video on
(www.youtube.com) YouTube was appositive learning experience that encouraged peer
collaboration.
Prezi Samer (2017) examined the effect of using Prezi on Al Zaytoonah students'

performance in French Language reading skill using two groups of students in
Amman’s public schools. They found Prezi to be beneficial.

Fox (2017) utilized VoiceThread in an undergraduate clinical nursing course.
She reported on positive the experiences of 17 students who used

(Www.prezi.com)

VoiceThread
(https://voicethread.com)

VoiceThread.
The National Association for colleges and Employers (NACE) (2017)
LinkedIn reported that many members incorporate Linked-in-in into the college
(www.linkedin.com) curriculum. Specifically, one member reported that their “freshman

experience course has a LinkedIn component”.

Additionally, Thom’s and Eryilmaz (2014) studied online social networking (OSN) software and how it
differentiates itself from LMS software. They presented a theoretical model for OSNs in education that focuses
primarily on the individual learner. Their model indicates that the learner’s constructivism is heavily influenced by
their interactions with OSN applications and tools outside of the LMS which impacts their overall social presence.
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Digital Profile/Identity

Szymielewicz (2019) defines a person’s digital identity via three layers: 1.) What you share, do and feed into social
media and applications, 2.) Your behavioral observations online in social media and applications as well as the
metadata, 3.) Interpretations of the first and second layers. Her research indicates that people realistically only have
the ability to control the first layer.

Today, almost everyone’s digital profile is looked at by employers, banks, family, friends and future significant
others, educators, and hackers. Unfortunately, the countless decisions that affect one’s life professionally,
personally, and educationally may possibly be dictated by the interpretation of their online digital profile.. Recently,
Salm (2017) reported information from the CareerBuilder Survey that stated “70% of employers use social media to
screen candidates before hiring”. Likewise, in the online dating world, Broster (2018) reports viewing a potential
date’s online digital profile prior to the date. Furthermore, she revealed that results of a survey which revealed that
40 percent of the respondents changed their decision to go on a date after viewing the person’s digital profile.
Finally, Thoms and Eryilmaz (2014) found that that social media applications and tools provided a larger number of
interactions and learning experiences than a LMS. Thus, there is a strong attractiveness for educators to use social
media applications outside the LMS for course assignments.

The discloser and traceable amounts of personal information found online is vast and growing daily. Today, privacy
invasive profiling applications and tools may collect identifiable data disclosed on the internet as well as an
aggregate analysis of metadata from one’s communication patterns (AlMusallam. & AlMuhatdi, 2014). By the time
the average learner reaches college, their digital identity is already established and Google, Apple, Amazon,
Facebook, Instagram, Microsoft, and Twitter already know all about you via the applications and tools you use
online, the websites your visit, the post and interactions you make, and the devices you use (Newman, 2014; Zaidi,
2018).Hence, using social applications/tools in education may further transform and alter a learner’s digital identity
and additional research needs to be conducted in this area (Kirkup, 2010).

Tablante (2013) argued that learner’s data privacy needs to be protected “as they begin exploring new personal
identities in college because, sometimes, this exploration is not something you want to stick with you forever”.
There is a challenge in that the learner’s digital identity could possibly be altered as a result of their required course
assignment. Learners may post content for the grade rather than their true opinion or a reflection of their identity. In
this scenario, the digital profile is altered from the learner’s identity and could have an impact upon the learner’s
professionally, personally, and educationally.

RESEARCH METHODOLOGY

The aim of this exploratory study is to examine seven common social media applications, typically utilized outside
of a LMS, for data privacy and security settings. Additionally, this research investigated if secured and un-secured
content posted appeared in a simple google search. Our research centered upon the following research questions:

1. Do the applications/tools contain default security and privacy settings?
2. Do the default settings of the applications/tools contain data privacy settings?
3. Do any of the secure of unsecured posted content appear in a simple google search?

Each application/tool was examined by the authors for available privacy and security options for learners required to
utilize the application/tool. Next, the authors created a fake user name and signed-up for all of the commonly used
social media applications and tools. Once registered, using all the commonly used applications and tools listed
above, the authors posted content out onto the internet under the fake username. The authors targeted specific course
content within the Information Technology (IT) discipline in all the usage of the commonly used applications and
tools. Next, the authors completed a google search on the fake username, similar to what a potential employer, date,
or educator might do. By doing so, the authors recorded if the potential for data privacy and security risks exists
within each application/tool.
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RESULTS

The results on this research revealed most of the social media applications have data privacy options and settings
available for the users. However, these security options and data privacy setting are not automatic or the default
settings. These security options and data privacy setting must be manually turned on by the user. Additionally, this
study revealed that content posted from five (5) out of the seven (7) online social media application tools, used
outside of a LMS, were easily found in a simple google search when the data privacy options were turned off.
Additionally, the content posted by the learner was for an assignment and may not necessary be a true representation
of themselves. These results imply that a learner’s digital identity may be affected for potential employers,
significant other, friend, or educator when they are googling information to learn more about them. Table 2 contains
the detailed results for each social media application or tool.

Table 2. Highlights Various Research Studies Where Educators Use Common Social Media Applications/Tools In
The Classroom

Social Media Data Privacy Default Settings of Content was Implied Security Risk
Application/Tool Options/Settings Application/Tool Easily Found & Opportunity to
Available Within Contain Data by a Google Alter Students Digital
the Application/ Privacy Search Profile if Required to
Tools Use for Class
Purposes
Facebook Yes, if data
(www.Facebook.com) Yes No privacy options Yes
are turned off.
Twitter Yes, if data
(www.twitter.com) Yes No privacy options Yes
are turned off
Screencasts
(www.screencast-o- Yes - Multiple No No Limited
matic.com)
Youtube Yes, if data
(www.youtube.com) Yes No privacy options Yes
are turned off
Prezi
(Www.prezi.com) No No Yes Yes
Voice Thread
(Voicethread.com) Yes No No Yes
LinkedIn
(www.linked-in.com) Limited No Yes Yes
DISCUSSION

Salazar and Woodward (2017) studied Millennials learners’ perceptions on data privacy. They noted that this
generation is typically the first group to begin using technology and social media on a daily basis. Since social
media is so prevalent in their lives they indicate that this increases the opportunities for abuses proliferate. Yet, they
report that, “in general, the millennial generation is not highly concerned about privacy”. Their lack of concern
regarding their data privacy is of great interest as the results of this study indicate that a learners’ digital profile can
be affected if they don’t purposefully utilize the social media application’s/tool’s security and privacy settings.

The results of this study support the research conducted by Salazar & Woodward (2017) and correspond with the

Tablante (2013) argument that learner’s data privacy needs to be protected “as they begin exploring new personal
identities in college because, sometimes, this exploration is not something you want to stick with you forever”. As
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illustrated in Table 1, the content posted from 5 out of the 7 online social media applications outside of a LMS were
easily found in a simple google search when the data privacy options were turned off. The findings of this
exploratory study reinforce the research by Salm (2017). The results suggest that academic educators and
administrators should develop a policy that will require educators, that utilize social media applications and tools
outside of a university’s LMS, to encourage learners protect their work by deploying the data privacy and security
options within the application/tool.

CONCLUSION, LIMITATIONS, AND FUTURE RESEARCH

Online social media application offer a lot of potential to engage students and foster an enhanced learning
environment. There are many different types of online social media applications and that are used within a LMS as
well as, outside a LMS. This research focused on the commonly used online social media applications/tools that
educators use outside of their LMS and examined its privacy and security options/settings. Additionally, this
research investigated the content posted, secured and un-secured, to appear in a simple google search. The results
revealed that content posted from 5 out of the 7 online social media applications/tools, outside of a LMS, were easily
found in a simple google search when the data privacy options were turned off. The results also imply that a
learner’s digital identity may be altered for potential employers, significant other, friend, or educator as the content
posted was for an assignment grade and not necessary a representation of themselves.

This research is important because as it provides information for learners, educators, and academic administrators
should consider when discussion how faculty engage student via social media applications/tools outside their LMS.
Additionally, it will help academic administrators’ recommendation for LMS, which incorporate the commonly used
social media applications and tools, so that the learners’ data will not be searchable on the internet, since it is located
within a private LMS.

It is important to note that this research is not without limitations. First, the research is limited in size as only three
fake user names were created for this research. Secondly, the research only accounted for commonly used social
media applications/tools used outside a LMS. Future research should address these limitations. Additionally, future
research should focus on examining actual learner profiles pre and post the use of social media applications outside
of the LMS for required course work. Despite these limitations, this research provides an important foundation for
additional research on how required usage of social media application/tools, outside a LMS, affects the learner’s
digital identity.
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