Issues in Information Systems
Volume 26, Issue 2, pp. 14-27, 2025

DOI: https://doi.org/10.48009/2_iis_102

Factors influencing the integration of digital forensics with student
information management systems

Alvino Moses, Cape Peninsula University of Technology, mosesa@cput.ac.za
Tiko Iyamu, Cape Peninsula University of Technology, iyamut@cput.ac.za

Abstract

Despite the criticality of student information management systems (SIMS), the system is continually
confronted with technical glitches such as data breaches, which affect monitoring and evaluation of
students’ academic performances, resulting in inappropriate validation of academic accreditation and data
manipulation. Subsequently, integration of digital forensics with SIMS is argued as the solution. however,
the problem persists, primarily because the influencing factors are unknown. The qualitative approach was
applied, and existing materials were used as data in the study. This study employed activity theory (AT)
as a lens to examine the challenges and gain a deeper understanding of the influencing factors. Data
security, relationship, governance, digitalisation, and co-existence were revealed as the factors influencing
the integration of digital forensics with SIMS. The study extends to highlight the manifestation of the
factors into attributes.
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Introduction

Student Information Management Systems (SIMS) is also referred to as a student management system
within South African academic institutions. SIMS is critical for the operational and strategic management
of academic activities, from both decision-making and information sharing perspectives, in higher
education institutions (HEI). SIMS is a collection of steps, activities and functions which facilitate the
recovery, storage, processing, and use of student accounts to access and manage information such as final
marks and fulfilment of graduation requirements (Mazadu et al., 2022; Magara, 2006). SIMS, therefore,
presents several advantages that aid in augmenting transparency, resource allocation, and risk management
(Kock et al., 2020; Mazadu et al., 2022). Additionally, the system enhances data reliability and facilitates
the governance of data-driven activities of university management (Liu et al., 2010; Daim et al., 2024).

Higher Education Institutions (HEI’s) in South Africa are increasingly relying on SIMS to gain insights
into the monitoring and evaluation of students’ academic performances, including accreditation and
graduation processes (Giirkut et al., 2023). However, there is a fundamental problem, which is, SIMS
cannot prevent data breaches (Astaman & Mauritsius, 2023). Insofar, there are three consequences
associated with the problem: (1) information theft, resulting in inappropriate validation of academic
accreditation leading to graduation of unqualified students (Daraghmi et al, 2019); (2) data manipulation,
which misrepresents statistical information for national development and growth (Daim et al., 2024); and
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(3) disbursement of funds is increasingly unbalanced due to inaccurate information obtained from the
system.

Due to the criticality of SIMS’ features and reliability, the system is used by administrative staff, academic
staff, and students. It can be relied upon for information validation and managerial decisions by providing
real-time data regarding student academic performance (Gilirkut et al., 2023). As a result, SIMS is
increasingly an important enabler for effective and efficient administrative decision-making in HEI (Kundy
& Lyimo, 2019; Kifaru et al., 2023). Despite the criticality of the SIMS, there are many challenges with the
system, from hacking to infiltration, through which data is manipulated and falsified. These intrusion
activities often happen through the internet (Moallem, 2019). According to Mtambeka et al. (2023), staff
and students are involved in the contravention of university cybersecurity measures, such as information
and security credentials, including policies on malware and anti-virus. Thus, digital forensics is required to
enhance and maintain the reliability of the HEIs’ data and their integrity, including the qualifications they
produce.

Digital forensics techniques, methods and tools are being employed to assist with investigations due to the
prevalence of computers being gradually manipulated by cybercriminals (Cook et al., 2023). Digital
forensics tools and techniques are increasingly used to safeguard information in the online space as staff
and students fall within the ambit of protection of intellectual property rights (Johnson et al., 2022). Digital
forensics has achieved major attention from researchers and practitioners alike as it accentuates an
important role in cybersecurity (Casino et al., 2022). There have been some breakthroughs in countering
cybercrimes using the tools (Alghamdi, 2021). Digital forensics is a subset of cybersecurity that
concentrates on retrieving evidence detected on digital platforms that either assists or disputes a security
breach (Flores et al., 2021).

Thus, there is a need to employ the digital forensics approach in proposing a solution to the problem. To do
this, it requires integrating digital forensic tools with SIMS to detect errors and conscious or unconscious
illegitimate actions by cybercriminals. Thus, the objective of this study was to gain an understanding of the
factors that could influence the integration. Corroboratively, the research question was: What are the factors
that influence the integration of digital forensics with SIMS? The integration of digital forensics with SIMS
facilitates a set of criteria and guidelines from both technology and academic-business perspectives.
However, the factors influencing the integration of digital forensics with SIMS remain challenging. Thus,
the research question is: What are the factors that can influence the integration of digital forensics with the
SIMS? The study, therefore, aimed to help gain a better understanding of the factors that influence how
digital forensics can be integrated with the SIMS in South African higher institutions.

Literature review

The literature review covers the core aspects of the study, which are student information management
systems, digital forensics, and solution integration. Student Information Management System (SIMS) is
also referred to as a student management system. The system is innovative software which streamlines
student data by consolidating all information into a single platform and is accessible by staff and students
(Mthembu, 2022). In some South African institutions, the implementation of SIMS is one of the biggest
investments (Suwardi, 2007). As a result, there is an expectation to significantly improve efficiency and
effectiveness, including the quality of services provided to staff and students (Semeon et al., 2010). Hamad
(2023) describes SIMS as one of the most active and well-functioning information systems in HEI’s. This
argument could be attributed to the use of SIMS in accessing real-time data regarding students’ academic
activities, including performances, for operations and institutional strategic decision-making. Giirkut et al.
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(2023) summarised the importance of SIMS in HEIs as organising and managing student data, faculty data,
classroom data, and the administration of academic courses, for decision-making.

Despite the criticality of SIMS, there are challenges in using the system. Data security is one of the key
challenges with SIMS. Higher education institutions are becoming primary targets from a cybercriminal
perspective because of insufficient awareness of data security, as their systems store abundant personal and
research data (Hina & Dominic, 2018; Li et al., 2023). The data security challenge exposes students’
information to unauthorised access and cyber threats (Taha & Dahabiyeh, 2021; Mtambeka et al, 2023).
This challenge is increasingly a concern to many HEI’s; hence, some studies have been conducted. Data
breach risks are widespread at higher education institutions, and in 2021, data breaches escalated to record-
high levels (Li et al., 2023; Verizon, 2022).

Based on existing literature, the most vulnerable element remains the human element, which is exploited
by cybercriminals through malware attacks, phishing emails, and social engineering to access the critical
infrastructure of organisations. Inadequate awareness of data security due to human errors can also cause
data breaches due to negligent security measures and inaccurate data handling (Ulven & Wangen, 2021; Li
et al., 2023). Amoresano et al. (2023) argued that human errors unabatedly remain a critical factor
contributing to the increasing attacks on IT solutions and data breaches despite precautionary and
preventative measures. Since data breaches are increasingly prevalent through digital including cyber
threats, hence, it is increasingly essential to employ digital forensics.

Digital Forensics

Digital forensics is a methodology to reconstruct malicious activities using scientifically recognised
techniques to preserve, identify, acquire, analyse, understand and document root cause analysis of digital
artefacts (Kebande & Venter, 2015; Serketzis et al., 2018). Substantial evidence exists that digital forensics
has evolved in the last four decades. Over the years, digital forensics has increased swiftly as organisations
continue to depend on information technology (Valjarevic & Venter, 2015). Digital forensics entails a
complex process that involves the acquisition, examination, and analysis of various data sets (Khalaf &
Varol, 2019; Blancaflor et al., 2023). The analysis enables traces and an understanding of data security
breaches including system weaknesses and vulnerabilities (Wang et al., 2024).

Conducting digital forensics on data sets is fundamental. However, it is often confronted with a myriad of
challenges when integrating with other solutions such as encryption, anti-forensic techniques, and big data
(Thakar et al., 2021). Additionally, machine learning (ML) and artificial intelligence (Al) perform essential
roles within the realm of digital forensics by efficiently processing a variety, unprecedented velocity and
a large volume of data in conducting assessment and analysis (Dunsin et al., 2024).

Solution Integration

In the context of this study, neither SIMS nor digital forensics can work alone. Therefore, both solutions
need to be integrated. For example, organisations can be forensically equipped in situations where it has
limited control over individuals by using digital forensic readiness, which is a proactive approach (Kigwana
& Venter, 2018). According to Farjon, Smits and Voogt (2019), the integration of digital technology into
education is, however, becoming so widespread that it seems inevitable. Li and Tuunanen (2022) suggest
that integration is vital because it can be used to gather insights into the involved actors, activities, and
interconnected relationships. Due to its importance, Information systems and technology scholars have
continued to investigate integration from various perspectives, such as data sources and enterprise (He,
Zhang & Li,2021). Atabek (2020) argues that despite the efforts and investments, there are challenges with
the integration of technology.
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Integration challenges are in many areas of IT solutions. From multiple data perspectives, He et al. (2021)
stated that integration continues to be a challenge in promoting interoperability. Thus, if the integration is
not effective, it can potentially weaken the anticipated advantages and might highlight severe challenges
(Gyawali & Mehndroo, 2024). According to Johnson et al. (2022), there is currently no evidence of digital
forensic deployment in an academic environment, even though a proof-of-concept process was conducted.
Atabek (2020) argues that although the factors affecting technology integration are known, challenges
persist. Thus, this study pays attention to integration to avoid derailments of its objectives.

Theoretical Framework

Theoretical frameworks from a social system viewpoint offer fresh perspectives and various meanings to
phenomena being studied (Iyamu, 2021). This guides the researcher in gaining deeper insights and
providing an in-depth explanation concerning the phenomenon being studied (Mueller & Urbach, 2013;
Tsang & Ellsaesser, 2011). Thus, activity theory (AT), a sociotechnical theory, was chosen as a theoretical
framework to underpin this study. The selection of a theory was based on the objectives, which are to
understand the challenges of SIMS, including the data breaches and manipulations of processes, and
examine how digital forensics can be employed for detecting and mitigating data breaches in the SIMS in
South African higher institutions. This requires the enactment of rules, using various tools, within the
context (community) by various people. Through the activity model as shown in Figure 1, AT is most
appropriate in underpinning the study.

In this study, the AT model was used as follows: (i) tools — to identify the various instruments (technologies
and processes) used in accessing SIMS including those involved in the data breaches; (ii) subject — identify
the various actors and their roles in the implementation, use, and management of SIMS in the institution;
(ii1) rules - gain a better understanding of how SIMS is controlled through enforcement of rules by the ICTS
department and how users comply with the rules; (iv) understand the various group of users (such as IT
specialists, students, and academic employees) including their intentionality in accessing SIMS; (v) division
of labour — gain insights on the deliverables of individuals and groups, in using or accessing SIMS; (iv)
object — comprehend the expected outcome from individual and the university perspectives.

INSTRUMENTS

SUBJECT 1 (BJECT QLTCOME

RULES COMMUNITY  DIVISION OF LABOR
Figure 1. Activity Theory Model (Engestrom et al., 2016)
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The popularity of AT is attributed to its emphasis on the social activities of individuals (McMichael, 1999;
Iyamu, 2021). Primarily, AT is used in qualitative studies (Karanasios et al, 2015) as a lens for analysis and
interpretation (Iyamu, 2021). The author further argues that using AT as a lens is of paramount importance
for education, evaluation, improvement, development, implementation, and management of IT solutions
(Iyamu, 2021). According to Karanasios (2021), AT is a powerful intellectual approach and potentially
presents an improved refinement and critical perspective of the human technology relationship.

Research Methodology

The inductive approach is primarily applied to exploring and developing theory, which can be a concept,
theme, framework, or model (Jebreen, 2012). Inductive reasoning helps examine individuals or group
experiences, including observations of specific patterns, to generate generic perspectives. According to
Scholta et al. (2019:64), “inductive methods provide empirical evidence and are realistic solutions to
organisational problems, as has been shown in practice”. Therefore, the inductive approach focuses on a
comprehensive understanding of unedited data to derive concepts and themes, such as frameworks.
Creswell et al. (2018) suggest that researchers create a comprehensive set of themes through the inductive
process by searching to and fro between the themes and the database. In the study, the integrated influencing
factors were articulated. The work focuses on how to integrate digital forensics with SIMS in the South
African Higher Education environment.

Qualitative methods involve more intense engagement with the empirical field (Venkatesh et al., 2013).
Goldkuhl (2019) argues that one of the fundamental strengths of qualitative methods various aspects and
sources accessed in the empirical field. Sihotang et al. (2023) suggest that other factors of interest emerge
in the qualitative exploration process. This is important as this study seeks to gain an understanding of the
challenges of SIMS that lead to data breaches and manipulations of processes in South African higher
institutions. Additionally, qualitative methods by their inherent nature are inductive, and that reality is
socially constructed (Rovai et al., 2014; Asenahabi, 2019).

Data Collection

The document analysis technique allows the gathering of related and relevant documents. One of the
benefits is that the documents collected triggered a historical balance of the meaning associated with events
and incidents. Also, the documents complement different cases that were previously studied. This enriches
the data. Some of the documents that would be collected for this research include documentation relating
to SIMS and digital forensics operations, strategies, and policies. This includes incident management
systems, access control policy, and information security policy documents.

Table 1. Data collection

Focus \ Journals \ Conferences Books Total
Digital Forensics 11 2 1 14
SIMS 11 3 1 15
Integration 4 0 0 4
Total 26 5 2 33

Data analysis

The thematic analysis was applied in the analysis of the data from existing materials, including
documentation. Qualitative researchers use thematic analysis as it is a prominent technique for analysing
qualitative data (Naeem et al., 2023). One of the advantages of this research method is that it frequently
leads the researcher to innovative insights and understanding through identifying and interpreting patterns
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or themes in data sets. (Elliot, 2018; Naeem et al., 2023). Using the thematic techniques, activity theory
(AT) was used as a lens to guide the analysis of the qualitative data. This approach is not new (Karanasios,
2015). Iyamu (2021) provides a model on how to apply AT as a lens in IS studies. AT makes provision for
integrated influencing factors to comprehend and analyse individual activity, which includes the views of
technical and non-technical actors (Sekgweleo et al, 2017). The analysis of the qualitative data focuses on:

i.  Technical and non-technical activities, to gain an understanding of the factors that lead to
challenges in the integration of digital forensics with SIMS, which cause data breaches and
manipulations of processes.

ii. ~ How rules, including the tools that can be employed, influence the integration process.

iii.  The roles of actors and IT solutions in integrating digital forensics with SIMS.

Factors influencing the integration of digital forensics with SIMS

Applying AT as a lens, the analysis of the existing materials was conducted at two levels. The first level
entails extracting the factors that can directly influence the integration of digital forensics with SIMS. This
was done by following the subjective approach in the analysis of the existing materials presented in Table
1. Data security, relationship, governance, digitalisation, and co-existence were revealed as the factors
influencing the integration of digital forensics with SIMS, as shown in Table 2. In the second level of
analysis, the manifestations of the influencing factors were identified. In this study, the manifestations of
the factors that influence the integration of digital forensics with SIMS are referred to as attributes. The
attributes are highlighted in bold and italic in Table 2. In Table 3, the attributes of the influencing factors
are presented.

Table 2. Integration Influencing Factors
Activity theory Factor ‘ Integrated influence

For data security, various tools (software and hardware) such as are used to
protect digital data from breaches, including unauthorised access, corruption,
or theft. It entails interoperability of data and processes, from both technical
Tools Data security | and non-technical perspectives. This includes the use of Al and machine
learning. Literature suggests that integration supports interoperability and
enables data security, to predict and prevent incidents, including breaches,
before they occur (Mekala et al., 2024; Zia, Liu & Han, 2017).

The relationship between humans (subject) and technology in the context of
digital forensics integration lies in the interplay where IT innovative solutions
enable the collection and analysis of digital evidence. Advancements in
technology are constantly evolving the field, impacting tools and techniques,
Subject Relationship | including IT personnel and non-IT personnel, in the integration of digital
forensics and SIMS. Relationship is critical for integration purposes for two
primary reasons. Firstly, it influences the users in their various activities.
Secondly, it allows social networks and nodes to be modelled (Albtosh, 2025;
Wang et al., 2024).

Governance in digital forensics (DF) guides roles and responsibilities,
including ethics in integrating digital forensics with SIMS. The governance
helps and focuses on setting standards and formulating policies (rules) in
Rules Governance managing the chain of responsibility, authority, and communication channels
related to digital evidence within SIMS. Through standards and principles,
governance eases the challenges posed by the digital forensics ecosystem due
to its inherent requirements (Nath et al., 2024).
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Activity theory Integrated influence

Digitisation enables the integration of digital technologies into SIMS
operations to optimise processes and users’ (community) experiences. From
an integration viewpoint, Brunetti et al. (2023) suggest that digitalisation is
Community Digitalisation | yged by both technical and non-technical users to accomplish various goals,
such as increasing operational efficiency and minimising human errors. When
the solution is fragmented, some students and educators often explore
alternatives using various digital tools (Bygstad et al., 2023).

Data growth increases the complexity of processes and activities (division of
labour) required in the integration of digital forensics with SIMS, which
Data growth | hecessitates various skills, such as software developers and business
labour analysts. The unprecedented growth of data has overwhelmed the traditional
systems (Gupta & Rani, 2019), such as SIMS. The growth is exponential
because of the continued activities of learners and educators.

Coexistence is an approach that supports and enables the integration of digital
forensics with SIMS and allows both technologies to evolve continuously and
adapt to new technologies (objects) and challenges. This implies a dynamic
Object Co-existence | relationship between the technical and non-technical from a digital landscape
standpoint. Through information processing, co-existence reduces
fragmentation and enables a construct of a model, which can guide integration,
including algorithms (Odat & Yaseen, 2023; Azhan et al., 2022).

Division of

The attributes manifest from the influencing factors shown in Table 2. Thus, the attributes determine the
properties of the factors, which help to gain a deeper understanding of the integration and addressing
challenges during the integration of digital forensics and SIMS. The attributes of the influencing factors are
shown in Table 3. There are compelling arguments that attributes should be prioritised in creating new
components (Chatzipetrou et al., 2020).

Table 3. Influencing factors attributes

A D

Tools Data security Interoperability Breaches

Subject Relationship IT Specialists Non-IT personnel
Rules Governance Standards Policies

Community Digitalisation | Technology Users | Non-technology Users
Division of labour | Data growth Developers Business analyst
Object Co-existence Integration Information Processing

Each attribute requires a template, which defines the requirements for implementation from both technical
and non-technical viewpoints. The templates cover technical and non-technical aspects of the integration.
The templates provide a standard for the selection and implementation of technologies for the integration
of digital forensics with SIMS, from a technical angle. From the non-technical front, the templates focus
on streamlining processes and improving consistency. Thus, the templates enable tracing of each entity’s
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properties, ensure consistency, uniformity, and reduce disjoint in the integration process. Table 4 describess
in the impliations of the study.

Table 4. Implications of the stud
Factor IT Specialist Non-IT personnel

Integrated
governance
policies

How does encompassing data security affect
IT people? IT staff are responsible for the
formulation of policies and procedures,
ensuring systems are safeguarded from
internal and external sources. IT staff have
administrative access to the IT infrastructure
in comparison to non-IT employees (Fatoki et
al., 2024).

IT staff are responsible for security awareness
as they are the custodians of data and need to
train staff to utilise systems without
compromising the integrity of the systems.

Encompassing data security affects non-
IT people by familiarising themselves
with the policies of the institution and
ensuring they remain compliant by
adhering to these respective policies.

Participation in awareness training to
build capacity and being aware of
governance policies at the institution,
and being aware of the implications of
non-compliance.

Human-centric
design for digital
forensics tools

How do we ensure that the integration of
digital forensics with SIMS minimises human
error, improves compliance, and facilitate
more proactive data breach detection and
response?

Through the enablement of more robust
systems integration where IT staff are fully
knowledgeable about safeguarding of systems
and the being capacitated of identifying any
potential threat to reduce data breaches.

How do we ensure that the integration of
digital forensics with SIMS minimises
human error, improves compliance, and
facilitate more proactive data breach
detection and response?

Improve oversight and monitoring of the
systems where access is strictly validated
continuously, and verify that the
integration has the desired effect to
reduce errors through training and
awareness initiatives.

Conclusion

The study seeks to help gain a better understanding of the factors influencing the integration of digital
forensics with SIMS. Using the activity theory, the study not only reveals the influencing factors but it also
highlights the manifestation of the factors. The particular significance of this research lies in its
contributions. The contribution lies in gaining an understanding of the challenges of SIMS that lead to data
breaches and manipulations of processes in the systems. Currently, it is difficult to find case studies on how
digital forensics has been integrated with SIMS despite the escalating volume of data breaches, and this
research intends to close that gap. Despite the fulfilment of the study, there exist limitations. One of the
main limitations is its non-empiricism. Thus, future studies that are based on natural settings using
approaches such as the case study.
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