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Abstract 

Machine-learning models can reveal whether a patient's records were used in training, a membership-

inference risk that differential privacy (DP) limits at some cost to accuracy. This study evaluates the 

aforementioned trade-off in a synthetic cardiac-monitoring setting using classical models. Using a synthetic 

cardiac-monitoring dataset of 100,000 records and a Gaussian Naïve Bayes classifier, we compare Laplace 

(ε-DP) and Gaussian ((ε,δ)-DP, δ = 1×10⁻⁵) mechanisms implemented as central DP on the classifier’s 

sufficient statistics across privacy budgets from ε = 0.1 to 5.0 under a black-box membership inference 

attack (MIA). The non-DP baseline achieves 0.75 accuracy. With DP, accuracy stays near the non-private 

ceiling once the budget reaches ε = 1.0 (Laplace 0.755, Gaussian 0.742). Tightening privacy below ε = 1.0 

trades accuracy for protection, and Laplace retains more accuracy than Gaussian at these strict budgets, 

identifying ε ≈ 1.0 as a practical operating point. Across all privacy budgets, attack success remains near 

the 50% random baseline (approximately 50.0%–50.9%), indicating limited observable membership 

leakage, with the pattern holding across Random Forest and Logistic Regression. Beyond the empirical 

results, the paper offers the Investigation-Implementation- Assessment (IIA) framework as a procedural 

blueprint for deploying DP in applied machine-learning pipelines, with guidance on mechanism choice, 

noise placement, accounting assumptions, and privacy-budget selection. 

Keywords: differential privacy, healthcare machine learning, privacy-utility trade-off, membership 

inference attack, epsilon selection 

Introduction 

Healthcare ML models rely on personal health information for research and patient treatment, but are 

vulnerable to membership inference attacks (MIAs), which can reveal whether a patient's record was used 

for training. Recent healthcare data breaches affecting approximately 141 million patient records (Vallepu, 

2024) have exposed weaknesses in existing privacy frameworks. As AI/ML Software as a Medical Device 

(SaMD) expands with accompanying cybersecurity guidance, deployable privacy protection becomes 

critical. Differential privacy (DP) provides mathematical guarantees that individual privacy remains 

protected when data contributes to model training (Dwork & Roth, 2014). DP mechanisms add calibrated 

noise to ensure that removing or adding any single record produces negligibly different results. This study 

applies central DP, privatizing the model’s sufficient statistics and parameters rather than the raw feature 

values, with noise magnitude calibrated to epsilon (ε), to address inference attacks that exploit model 

outputs to reveal sensitive training data information (Shokri et al., 2017). Despite extensive theoretical 

work, a practical, evaluated procedure tying DP placement and mechanism choice to utility, membership-

inference risk, and deployment runtime is lacking. This study provides a procedure, illustrated on a 

synthetic cardiac-monitoring use case whose features mirror FDA 510(k)-cleared ambulatory monitors. We 
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evaluate how DP mechanisms affect membership-inference risk and predictive utility and which ε values 

are operationally viable, against a black-box adversary that infers membership from output scores, relative 

to a 50% random baseline. 

Background and Literature Review 

DP started as a formal framework for quantifying privacy guarantees in statistical databases. DP bounds 

how much any single record can change an analysis or training outcome, formalized by parameters ε 

(privacy loss) and, for approximate DP, δ (failure probability). The ε value controls the trade-off between 

privacy and utility, with lower values providing stronger privacy but potentially degrading model 

performance, and higher values offering less privacy but maintaining model performance. In approximate 

DP, the parameter δ (Delta) is used to represent the probability that the privacy guarantee may fail and is 

constrained to be much smaller than 1/n, where 𝑛 is the dataset size (Dwork & Roth, 2014). Prior applied 

studies, such as Federated learning (FL) combined with DP (FL-DP) and privacy-aware federated ECG 

detection, report high accuracies. However, system designs and guarantees differ from our tabular, central 

DP configuration, limiting direct comparison (Alghieth, 2025; Bokhari et al., 2025). These studies show 

that favorable privacy-utility trade-offs are achievable in certain settings; however, systematic  

ε-swept evaluation outside deep learning remains limited, particularly for non-deep-learning approaches 

suited to resource-constrained clinical environments (Mizani et al., 2025), motivating our focus. 

DP in Healthcare ML 

DP in healthcare faces unique constraints compared to other industries because medical data exhibits high 

dimensionality, temporal dependencies, and class imbalance that can amplify utility loss under DP (Badawy 

et al., 2023; Orabe et al., 2025). Healthcare’s regulatory and operational constraints heighten the need for 

verifiable privacy guarantees and transparent ε,δ reporting. Recent systematic reviews of DP in healthcare 

identify privacy-utility trade-off evaluation as a significant research gap. Most studies focus on algorithm 

development instead of empirical assessment of privacy-utility outcomes (Demelius et al., 2025). This lack 

of applied methods suggests that practitioners deploying diagnostic models in clinical settings may still rely 

on ad hoc experimentation rather than established best practices. The resulting gap supports this study's 

comprehensive evaluation across multiple ε values and mechanisms using IIA (Investigation, 

Implementation, Assessment). Hybrid approaches combine DP with complementary techniques: FL-DP 

frameworks, for example, enable distributed training across multiple healthcare institutions while providing 

formal privacy guarantees (Teo et al., 2024). Resource-adaptive FL emphasizes fair participation across 

institutions regardless of computing resources, addressing equity concerns in privacy protection (Zhang et 

al., 2025). Such advances reinforce combining DP with collaborative learning frameworks to provide 

enhanced privacy-utility trade-offs for multi-institutional healthcare applications. 

Membership Inference Attacks  

Privacy attacks on ML models exploit the tendency of models to memorize training data, potentially 

exposing sensitive information. MIAs determine whether specific data points contributed to model training 

by exploiting differential behavior on training versus testing data through analysis of model confidence 

scores, loss values, or prediction patterns (Shokri et al., 2017). MIA success varies with model complexity, 

dataset characteristics, and privacy protections. For healthcare models, MIAs can reveal whether patients 

participated in a study or were classified with certain conditions. Deep learning models with high capacity 

are particularly vulnerable due to their ability to memorize training data, while simpler models (e.g., Naïve 

Bayes, decision trees) show lower observed MIA success yet remain vulnerable without explicit protections 

(Fang et al., 2024), motivating our evaluation of classical, tabular models with central DP as a practical 

baseline for resource-constrained deployments.  
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Synthetic Data for Privacy Protection 

Synthetic data reduces disclosure risk by approximating real data distributions. CTGAN (Conditional 

Tabular Generative Adversarial Network) learns conditional distributions over mixed data types and is used 

to generate the synthetic cardiac dataset in this study (Xu et al., 2019). Applying DP to synthetic data 

generation provides formal privacy guarantees; for instance, PATE-GAN combines multiple teacher 

models with DP principles to generate synthetic healthcare data using ensemble techniques to limit 

individual influence (Jordon et al., 2019). Synthetic healthcare data can be medically reasonable while 

complying with strong privacy guidelines, though its quality requires careful validation to ensure synthesis 

introduces no artifacts or biases. 

Software as a Medical Device (SaMD) 

As of 2025, the FDA had authorized more than 1,000 AI-enabled medical devices and issued lifecycle and 

cybersecurity guidance (Babic et al., 2025). Ambulatory cardiac monitoring systems constantly monitor 

heart rhythm for arrhythmia and atrial fibrillation detection, demanding both strict privacy and high utility 

(Steinberg et al., 2017); unlike imaging or genomic data, cardiac bio-signals follow well-characterized 

waveform and heart rate variability patterns, well-suited to privacy-preserving analysis (de Marvao et al., 

2020). The privacy-utility tension is acute here because small accuracy losses can carry serious clinical 

consequences, and the real-time, low-power constraints of wearables leave little room for DP's 

computational overhead. Cardiac monitoring is also underrepresented in DP-health research, where even a 

moderate budget (ε = 10) substantially degrades high-capacity models, especially for underrepresented 

populations (Tayebi Arasteh et al., 2023). Calibrating ε without losing clinical effectiveness remains 

difficult (Noh et al., 2022), though attack-aware noise calibration may ease the trade-off (Kulynych et al., 

2024); the budget's cumulative depletion forces periodic retraining (Ziller et al., 2024), and ε's abstractness 

invites misinterpretation (Nanayakkara et al., 2023). This study addresses these gaps in a cardiac use case, 

applying the IIA framework for structured parameter selection, attack simulation, and statistical validation. 

Gaps in Current Literature 

Most DP studies in healthcare focus on imaging or genomic applications, with bio-signal applications 

comprising few published studies (Mohammadi et al., 2026). The limited number of peer-reviewed sources 

offering practical guidance on ε and δ parameter selection for cardiac healthcare ML models represents an 

important gap (Saifuzzaman et al., 2022). Existing literature prioritizes either strong privacy guarantees at 

the expense of model performance or maintains utility with inadequate privacy protections (Zeng et al., 

2022). Few studies systematically evaluate the full spectrum of privacy-utility trade-offs across multiple ε, 

mechanisms, and model architectures (Demelius et al., 2025). 

 

Recent DP-ML healthcare studies span diverse domains, including ICU records (Batchala et al., 2025), 

medical imaging (Adnan et al., 2022; Tayebi Arasteh et al., 2023), biobank data (Qian et al., 2024), and 

genomic datasets (Chen et al., 2021). These studies explore various DP implementations: training-time DP-

SGD (Adnan et al., 2022; Tayebi Arasteh et al., 2023), multiple noise mechanisms (Batchala et al., 2025), 

differentially private GANs (Qian et al., 2024), and federated learning approaches (Adnan et al., 2022; 

Shukla et al., 2025). However, we found no studies that evaluate privacy-utility trade-offs across 

comprehensive ε ranges, multiple mechanisms, and multiple architectures simultaneously. Only two studies 

we identified (Chen et al., 2021; Qian et al., 2024) evaluate MIA vulnerability, and none provide systematic 

frameworks for ε-selection based on empirical attack resistance. NIST SP 800-226 (Near et al., 2025) 

provides an authoritative framework for evaluating DP guarantees across parameters, algorithmic 

assumptions, and trust model. It is evaluative, not operational: it specifies what to assess, not how to choose 

a budget or noise placement for a task. IIA is complementary, giving a selection procedure that ties ε and 

placement to measured attack resistance. In summary, prior work rarely (i) specifies where to add noise 
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within applied pipelines, (ii) reports ε alongside an explicit selection procedure, and (iii) evaluates MIA 

success and utility across mechanisms and ε values in non-DL, tabular settings. 

Main Contribution of the Paper 

This paper makes three main contributions. First, it introduces the IIA framework as a procedural blueprint 

for deploying DP in applied ML pipelines, clarifying mechanism choice (Laplace vs. Gaussian), noise 

placement (central DP), accounting assumptions (including δ), and ε selection (Figure 1). Second, it 

provides an empirical evaluation on a synthetic cardiac-monitoring task that quantifies membership-

inference risk and predictive utility across ε∈{0.1, 0.5, 1.0, 1.5, 2.0, 3.0, 5.0} under a black-box adversary. 

Third, it identifies ε ≈ 1.0 as a practical operating point where utility approaches the non-private ceiling 

while membership-inference attack success remains near chance.  

 

 

 
Figure 1. IIA Framework 

Research Methodology 

We formalize a deployment framework for DP in biomedical ML pipelines that specifies where perturbation 

occurs on the model’s aggregated statistics and parameters, i.e., central DP, not on individual records, which 

mechanism is selected (Laplace ε-DP or Gaussian (ε,δ)-DP), and how the privacy budget (ε, δ) is calibrated 
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against target utility and attack resilience. Assumptions, parameter bounds, and evaluation criteria are made 

explicit to support reuse in related tabular clinical tasks. The methodology consists of three sequential 

phases:  Investigation, Implementation, and Assessment, each with specific objectives, activities, and 

expected outcomes. 

Data & Synthetic Generation 

This study used CTGAN (300 training epochs) to generate 100,000 synthetic cardiac monitoring records 

(80/20 train-test split) with seven features: patient age, prior AF diagnosis, ECG readings, PPG readings, 

signal quality, thirty-minute context windows, and confidence scores. The generator uses a shared-latent 

design in which every feature derives from a hidden atrial-fibrillation propensity with independent 

measurement noise, so that no feature is a near-copy of the label. The synthetic features were checked for 

redundancy with the outcome: No single feature is strongly tied to the AF label (highest correlation ≈ 0.46; 

ECG–AF ≈ 0.44), and the best single-feature classifier reaches only ≈ 0.72 accuracy, slightly above the 

0.625 majority-class baseline. Using all features, the non-private accuracy ceiling is ≈ 0.75, with a positive 

prevalence of ≈ 0.372. 

Threat Model & Privacy Requirements 

The Investigation phase identifies vulnerabilities and privacy risks in the ML training pipeline. For this 

experiment, it was tailored for ambulatory cardiac monitoring systems. Systematic assessment identifies 

potential attack vectors in the training pipeline. In this study, the primary vulnerability relevant to the 

evaluated black-box MIA arises from model prediction scores accessible through inference APIs. Other 

attack surfaces, such as gradient leakage in federated learning or exposed model checkpoints, represent 

broader deployment risks but were not evaluated here. The vulnerability assessment considers both direct 

disclosure (e.g., revealing AF diagnosis) and indirect inference through correlated features. Risk assessment 

evaluates potential harm if patient privacy is compromised, considering data sensitivity levels and attack 

likelihood. Risk quantification accounts for attack sophistication, adversary knowledge, and disclosure 

impact. The assessment prioritized membership inference (revealing patient participation in training) as the 

primary threat requiring mitigation. Based on identified vulnerabilities and assessed risks, privacy 

requirements establish that MIA success must fall below 52%, within 2 percentage points of the 50% 

random guessing baseline. Evaluation employed 5 independent runs with stratified 80/20 train-test splits 

(80,000/20,000 samples) to ensure reproducibility. These thresholds balance privacy protection with 

clinical utility requirements. The Investigation phase outputs a vulnerability assessment and privacy 

requirements that guide mechanism selection and parameter calibration in subsequent phases. 

DP Mechanisms & Calibration 

The Implementation phase focuses on executing operational protection strategies through DP mechanisms 

targeting the identified vulnerable points in the training pipeline. Key activities include model selection, 

mechanism selection, (ε,δ)-DP calibration, and noise addition implementation. Three model architectures 

were evaluated: Naïve Bayes (primary model), Random Forest (RF), and Logistic Regression (LR). Naïve 

Bayes (NB) was selected as the primary model due to computational efficiency, interpretability, and 

suitability for healthcare applications requiring transparent decision-making (Singh & Pal, 2024). All 

implementations used scikit-learn 1.8, NumPy 2.4.6, and pandas 3.0.3, with IBM Differential Privacy 

Library (Diffprivlib) 0.6.6 used for the Laplace-NB cross-check and a direct output-perturbation routine for 

LR (Chaudhuri et al., 2011) on Python 3.12.5. Feature bounds were calculated from training data (min-max 

per feature) to constrain noise addition to ensure privacy mechanisms operate within valid feature ranges 

without explicit normalization. Features were min-max scaled to [0,1] using public training-set bounds, 

which bounds the sensitivity of the released statistics.  
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Both mechanisms used the same five seeds (42–46), so each seed produces a matched Laplace and Gaussian 

run on the same test set and budget. The mechanisms are compared by a paired t-test over these five seed-

matched pairs, which rests on each mechanism's mean and standard deviation over the five runs. Selection 

of appropriate DP mechanisms depends on data types, attack vectors, and utility requirements. The Laplace 

mechanism achieves ε-DP by adding noise from a Laplace distribution, providing pure DP guarantees 

without probabilistic failure. The Gaussian mechanism achieves (ε,δ)-DP by adding noise from a Gaussian 

distribution, allowing a small probability δ of privacy guarantee failure in exchange for potentially 

improved utility at equivalent privacy levels. NB is made private by adding calibrated noise to its sufficient 

statistics, class counts, and per-class, per-feature sums and sums-of-squares (Vaidya et al., 2013); the 

Laplace and Gaussian variants differ only in the noise distribution drawn on those statistics. diffprivlib’s 

GaussianNB, the same method, validates the Laplace NB. Random Forest uses diffprivlib’s central-DP 

forest, and Logistic Regression uses output perturbation (Chaudhuri et al., 2011). The Laplace-versus-

Gaussian comparison is therefore made on NB, where the noise distribution is the only thing that varies. 

During mechanism selection, classical ML algorithms like NB, RF, and LR indicated effective protection 

in this setting, while maintaining compatibility with existing implementations. 

 

Careful tuning of (ε, δ)-DP achieves the desired balance between privacy protection and model utility; ε 

was selected by sweeping a fixed grid and choosing the point that best balances privacy loss against utility 

loss. For the Gaussian mechanism, the δ parameter is constrained by: 𝛿 ≪
1

𝑛
 , where n represents the dataset 

size, ensuring the probability of privacy guarantee failure remains negligible. This study evaluates ε∈{0.1, 

0.5, 1.0, 1.5, 2.0, 3.0, 5.0} for Laplace and δ=10⁻⁵ for Gaussian mechanisms based on dataset size (n = 

100,000). Privacy noise is applied during model fitting rather than to the raw records. For the central-DP 

implementation, the released quantities are the model’s aggregated sufficient statistics: 

 

Each statistic is the class count n(c), the feature sum S(c,j) = Σ x(i,j), and the sum of squares Q(c,j) = Σ 

x(i,j)², giving the privatized set S̃ = { ñ(c), S̃(c,j), Q̃(c,j) }, in which every statistic t is released as t ̃= t + η. 

With k classes and d features, there are k(1 + 2d) statistics, and the privacy budget is divided across them 

by sequential composition, so each receives ε_q = ε / [k(1 + 2d)] (and δ_q = δ / [k(1 + 2d)] for the Gaussian 

mechanism). Features are min-max scaled to [0,1] using public training-set bounds, so each statistic has L₁-

sensitivity Δf = 1. The Laplace scale and Gaussian standard deviation below are applied with this per-

statistic budget, so ε and δ in those equations denote ε_q and δ_q. Each released statistic receives noise 

calibrated to its sensitivity and privacy allocation, the scale parameter for Laplace noise is:  𝑏 =
𝛥𝑓

𝜀
   where 

𝛥𝑓 is the 𝐿₁-sensitivity of the function 𝑓. For Gaussian noise, the standard deviation is: 

 

σ =
𝛥𝑓 ⋅ √2 ln(1.25/𝛿)

𝜀
 

 

The privatized statistics give the class priors and, for each class c and feature j, the mean μ̃(c,j) = S̃(c,j) / 

ñ(c) and variance σ̃²(c,j) = Q̃(c,j) / ñ(c) − μ̃(c,j)² (variances floored at a small constant) used at prediction 

time (Vaidya et al., 2013). DP can be applied centrally, to these aggregated statistics, or feature-wise, to 

individual records before training. This work uses central placement: a provider that controls its own 

training data operates under the central-DP trust model, and perturbing the aggregated statistics preserves 

the feature-label structure that per-record noise erodes at usable privacy budgets. Appendix A reports this 

comparison: at matched budgets, feature-wise perturbation collapses to the majority class while central DP 

retains utility. 

Where 𝛥𝑓 is the 𝐿₂-sensitivity. With features min-max scaled to [0,1] using public training-set bounds, 

each released statistic has unit sensitivity, with bounds = (X_train.min(axis=0), X_train.max(axis=0)) with 
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the privacy budget split across the k(1+2d) released statistics by sequential composition. For the cardiac 

dataset, this resulted in L₁-sensitivity of Δf = max(feature_max - feature_min) across all features, which 

under the [0,1] scaling gives each released statistic unit sensitivity. 

Experimental Setup & Evaluation 

The Assessment phase evaluates the effectiveness of implemented privacy-preserving strategies and their 

impact on model performance. This phase, where simulation-based testing may occur, includes privacy 

guarantee verification, utility impact, computational, and statistical analysis. Privacy protection 

effectiveness requires validation beyond theoretical guarantees through adversarial testing. This study 

evaluates the membership attack vector to empirically assess the resilience of DP implementations: MIAs 

(determining training set inclusion). The Adversarial Robustness Toolbox (ART) provides standardized 

attack implementations for reproducible evaluation: Membership Inference exploits loss value differences 

𝐿(𝑥, 𝑦; 𝜃) between training and test data. This is a black-box attack, the scenario most relevant to a deployed 

service in which the adversary has only query access.  

 

Measurement of privacy protection levels ensures that implemented DP mechanisms align with theoretical 

guarantees. Empirical verification confirmed that privacy budgets were tracked correctly by the accountant 

and that noise addition behaved as expected across epsilon values, without claiming to verify the formal 

DP guarantee: 

 

𝑚𝑎𝑥
𝐷,𝐷′

|𝑙𝑜𝑔 
𝑃𝑟[𝑀(𝐷) = 𝑜]

𝑃𝑟[𝑀(𝐷′) = 𝑜]
| ≤  𝜀  

 

where 𝐷 and 𝐷’ are neighboring datasets differing by one record, and 𝑜 represents any possible output. For 

approximate DP with Gaussian mechanisms: 

 

𝑃𝑟 [𝑚𝑎𝑥
𝐷,𝐷′

|𝑙𝑜𝑔 
𝑃𝑟[𝑀(𝐷) = 𝑜]

𝑃𝑟[𝑀(𝐷′) = 𝑜]
| > 𝜀] ≤  𝛿 

 

Systematic evaluation of privacy mechanism impact on model performance assesses accuracy, precision, 

recall, and F1-score across privacy configurations. Utility degradation is measured through comparative 

analysis: 

 

Utility Loss =
Metricbaseline − MetricDP

Metricbaseline

× 100\% 

 

where Metricbaseline represents performance without DP and MetricDP represents performance with DP 

applied. Utility loss analysis identifies optimal privacy configurations providing acceptable utility 

degradation while achieving privacy objectives. Simulated attacks verify the effectiveness of privacy-

preserving implementations against real-world threats. ART modeled MIAs to assess model resilience as 

the attacks attempt to exploit the tendency of models to produce lower loss values for training data: 

 

𝐴(𝑥; φ): 𝑋 → {0 (non-member), 1 (member)} 

 

where the adversary 𝐴 uses parameters 𝜑 to map input 𝑥 to binary membership decisions. If 𝐿(𝑥, 𝑦; 𝜃) < 𝜏, 

the point is classified as a member, where 𝐿 is the model’s loss function, and 𝜏 is the attack threshold. 

The Assessment phase produces an output detailing privacy-utility balance and optimization paths, 

informing deployment decisions by quantifying trade-offs between privacy protection strength, model 
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utility, and computational efficiency. Models were evaluated using standard classification metrics 

(accuracy, precision, recall, F1-score), with privacy protection assessed through MIA success rates. The 

non-DP model achieved 49.8% attack success at random level, indicating no substantial privacy leakage 

before DP protection was applied. Computational efficiency metrics (inference time in milliseconds per 

sample and memory usage in megabytes) were evaluated to assess deployment feasibility for resource-

constrained environments like wearable cardiac monitors and mobile health applications. Statistical 

validation employed paired t-tests comparing Laplace and Gaussian mechanisms with matching epsilon 

values across 5 independent iterations (significance threshold α=0.05). Preprocessing order: feature-

specific bounds were computed from training data as [min(xⱼ), max(xⱼ)] for each feature j, then models were 

trained with DP, where calibrated noise (Laplace for ε-DP or Gaussian for (ε,δ)-DP) was added during 

training using these bounds. All experiments used conventional hardware (Apple M4 Pro, 12-core CPU, 24 

GB unified memory) to demonstrate practical feasibility. Core libraries supporting DP implementation were 

Python, IBM's Diffprivlib, ART, and Jupyter notebook. NB was the primary classifier, with RF and LR 

used for comparative analysis.  

Findings 

The Laplace mechanism achieved a mean accuracy ranging from 0.6877 at ε = 0.1 to 0.7557 at ε = 5.0. The 

Gaussian mechanism followed the same trend but recovered more slowly, ranging from 0.6341 at ε = 0.1 

to 0.7560 at ε = 5.0. The non-private NB ceiling was 0.7555, so both mechanisms approach it once ε ≥ 1.0. 

Five independent runs per mechanism (seeds 42–46 for both mechanisms) show that variance is largest at 

strict budgets and shrinks as ε grows: the Laplace standard deviation falls from 0.0184 at ε = 0.1 to below 

0.001 by ε = 1.0, and the Gaussian from 0.0803 to 0.0170 over the same range (Table 1). Variance is largest 

at strict budgets and shrinks as ε grows, a privacy-utility trade-off at small ε that closes as the budget 

increases. 

 
Table 1. Laplace and Gaussian Mechanism Performance 

Epsilon (ε) Laplace Accuracy Laplace F1 Gaussian Accuracy Gaussian F1 

0.1 0.6877 0.4559 0.6341 0.4816 

0.5 0.7520 0.6744 0.7065 0.5370 

1.0a 0.7554 0.6847 0.7421 0.6471 

2.0 0.7555 0.6849 0.7543 0.6814 

5.0 0.7557 0.6851 0.7560 0.6859 

 

Note. Values represent the mean across five independent runs with consistent random seeds (42–46 for 

Laplace and Gaussian). ᵃ ε = 1.0 indicates the recommended optimal privacy budget based on privacy-utility 

analysis. Baseline (Non-DP): Accuracy = 0.7555, F1 = 0.6847. Laplace recovers utility faster than Gaussian 

at strict budgets, with the two converging by ε ≈ 2.0; MIA remains near the 0.50 chance level throughout. 

Mechanism Comparison at ε = 1.0  

Laplace and Gaussian mechanisms behaved differently across ε. At ε = 1.0, Laplace reached 0.7554 ± 

0.0006 and Gaussian 0.7421 ± 0.0170; Laplace was higher, though the paired t-test was not significant at 

this budget (t = 1.598, p = 0.185), reflecting Gaussian’s larger run-to-run variance as it nears the ceiling. At 

strict budgets Laplace led by about 5 points at ε = 0.1, though the difference was not significant (t = 1.28, 

p = 0.271) given Gaussian’s high variance; the advantage was significant at ε = 0.5 (about 4.5 points, t = 

3.18, p = 0.033), and the two converge by ε ≈ 2.0. The pattern follows the mechanisms’ noise scales: with 

the budget split across the released statistics, the Gaussian standard deviation carries the √(2 ln(1.25/δ)) 
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factor, roughly five times the Laplace scale at the same per-statistic budget, so Gaussian pays more when ε 

is small (Table 2). 

 
Table 2. Mechanism Statistical Summary at ε = 1.0 

Metric Laplace Gaussian Abs. Difference Favors 

Accuracy 0.7554 ± 0.0006 0.7421 ± 0.0170 0.0133 Laplace 

F1-Score 0.6847 0.6471 0.0376 Laplace 

Utility Loss (%)ᵃ 0.01 1.77 1.76 Laplace 

MIA Success Rateᵇ 0.509 0.501 0.008 ~chance 

Paired t-test (t)ᶜ — — 1.598 — 

p-value — — 0.185 — 

Significant at α=0.05? — — No (ns at ε = 1.0) — 

 

Note. NB classifier, 5 runs at ε = 1.0. ᵃ Utility Loss = (Baseline − DP Accuracy) / Baseline × 100%. ᵇ MIA 

accuracy vs. 0.500 chance; ~0.500 = no membership advantage. ᶜ Paired t-test on accuracy; ns at ε = 1.0, 

significant in Laplace's favor at ε = 0.5. 

Membership-Inference Results 

MIA evaluation showed attack success near the random baseline across all privacy budgets for both 

mechanisms (approximately 50.0-50.9%, against a 50.0% baseline). This holds for a model that learned the 

task: the rule-based attack still cannot separate members from non-members. This result is consistent with 

research showing that well-generalized models resist MIAs because there is no distinguishable signal between 

training and test samples. DP therefore provides formal mathematical guarantees on top of inherent privacy 

from good generalization. This experimental result supports a layered defense: practical privacy, as attacks 

fail even on non-DP models (approximately 49% success); formal guarantees, as DP provides mathematical 

proof of privacy bounds; high utility, with accuracy near the 0.7555 ceiling at ε ≥ 1.0; and regulatory 

compliance, as formal privacy definitions satisfy governance requirements. Because the ART membership 

attack is a black-box test, it reflects the realistic deployment threat in which an adversary has only query 

access, so this result bounds membership risk under that attack class; stronger white-box or trained-shadow 

attacks, such as LiRA, which assume greater access, are left to future work. 

Model Architecture Comparison 

RF preserved utility under central DP (0.41% loss at ε = 1.0) across all ε values. This resilience stems from 

the ensemble structure, where noise added to individual trees averages out during aggregation, preserving 

overall prediction accuracy (Liu et al., 2023). NB had the smallest loss (0.01% Laplace, 1.77% Gaussian at 

ε=1.0), while LR stayed within 3% utility loss (2.84% at ε = 1.0), under central DP. LR carries the largest 

DP cost because its output-perturbation routine must also regularize, a difficulty that grows with 

dimensionality (Hu et al., 2022). These differences reflect each model’s sensitivity to noise on its 

parameters or statistics, not feature-level noise. Inference cost is noise-dominated and negligible across 

models; differences reflect model class, with RF the slowest (Table 3). 

 
Table 3. Model Performance Comparison at ε = 1.0 

Model Mechanism Acc F1 Utility Loss MIA 

NB Laplace 0.7554 0.6847 0.01% 0.509 

NB Gaussian 0.7421 0.6471 1.77% 0.501 

RF diffprivlib (central) 0.7536 0.6383 0.41% 0.502 

LR output perturbation 0.7429 0.6526 2.84% 0.499 
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Note. Inference time measured across 50 trials on 20,000 test samples (prediction only; training time 

excluded). Utility loss is measured against each model’s own non-private accuracy (NB 0.7555, RF 0.7568, 

LR 0.7647); timing is noise-dominated and reported only with that caveat. 

Discussion of Findings 

This research demonstrated that DP can be effectively integrated into cardiac healthcare ML models while 

maintaining clinical utility. ε = 1.0 emerged as a practical operating point for healthcare organizations 

implementing privacy-preserving analytics. At ε = 1.0, accuracy stays near the non-private ceiling (Laplace 

0.7554, Gaussian 0.7421) and attack success near the 0.50 baseline. The non-private model also sits at 

chance (0.498), so this does not show DP defeating the attack: a well-generalized classifier resists black-

box membership inference on this synthetic tabular task with or without DP, and the finding bounds risk 

under one attack rather than proving robustness. DP's value is its formal worst-case guarantee, which holds 

regardless of any single attack and matters most outside this study: higher-capacity or memorization-prone 

models, smaller or imbalanced datasets, rare subpopulations, and real patient data.  

 

Evaluation across ε∈{0.1, 0.5, 1.0, 1.5, 2.0, 3.0, 5.0} revealed a clear inflection point near ε =1.0, where 

utility loss is minimal at a still-meaningful privacy budget, providing evidence-based guidance for 

parameter selection and addressing a well-documented gap in DP literature regarding ε interpretability 

(Cummings et al., 2024). Statistical comparison between mechanisms (paired t-test at ε = 1.0: t = 1.598, p 

= 0.185) showed Laplace ahead, though not significantly at this budget; the advantage is significant at ε = 

0.5. Model architecture comparison at ε = 1.0 reveals distinct performance profiles. NB demonstrates 

optimal balance: minimal utility loss (0.01% for Laplace), negligible inference cost, and strong privacy 

protection, making it the primary recommendation for cardiac monitoring applications. RF exhibits 

resilience to DP noise (0.41% utility loss), consistent with prior research on ensemble methods' robustness 

(Liu et al., 2023), but shows higher inference cost than NB, which is noise-dominated and small in absolute 

terms. Under central DP, all three model types preserve utility (loss under 3%); NB is the lightest and the 

primary recommendation. 

 Implications for Research/Practice 

Utility loss under central DP stays under 3 percent at ε = 1.0, so privacy protection does not meaningfully 

degrade predictions. Minimal computational overhead at ε = 1.0 (Table 3), negligible across all three 

models, suggests that DP-protected models may be feasible for resource-constrained environments, 

including wearable devices and mobile applications. More broadly, the findings suggest that DP can be 

incorporated into healthcare ML workflows without substantial loss of predictive performance in this 

setting. For maximum privacy applications (rare disease screening, pediatric populations), ε ≤ 0.1 is 

recommended despite utility costs, though accuracy drops substantially at this budget (about 0.69 for 

Laplace and 0.63 for Gaussian), so it suits only applications willing to trade accuracy for the strongest 

formal guarantee. For general clinical applications (routine cardiac monitoring, chronic disease 

management), ε = 0.5-1.0 provides a reasonable balance, with Laplace already near the ceiling at ε = 0.5 

(0.7520). For rapid response applications (emergency cardiac monitoring, acute event detection), ε = 1.0 

reaches full utility (Laplace 0.7554) with chance-level membership inference. DP in healthcare ML systems 

has significant social implications, promoting autonomy, building public confidence, and ensuring 

equitable access to health technology.  
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Public willingness to share health data correlates with trust in healthcare systems, making it essential to 

demonstrate that clinical accuracy can be maintained with strong privacy protections. However, if DP 

measures are resource-intensive, privacy protections may only be available at well-resourced institutions, 

compounding inequity. Resource-adaptive frameworks can increase both privacy and equity (Zhang et al., 

2025). This study's demonstration of computational feasibility through Laplace mechanisms and efficient 

architectures makes DP scalable and implementable in constrained infrastructure, lowering adoption 

barriers and democratizing privacy protections. Regulatory bodies increasingly require demonstrable 

privacy controls, yet adequate privacy remains loosely defined, and algorithmic-bias concerns call for 

diverse datasets, fairness-aware methods, and transparent AI (Ueda et al., 2024). The IIA framework offers 

practitioners and policymakers a replicable process for operationalizing responsible AI that balances 

privacy, performance, equity, and regulation, supporting compliance with emerging data-protection 

standards. 

Limitations 

This study used synthetic cardiac monitoring data rather than real patient data, limiting generalizability to 

actual clinical deployments. The task has a non-private ceiling near 0.75, so the reported accuracies reflect 

a model that learned the underlying signal. While synthetic data maintained physiologically plausible 

relationships and statistical properties, it may not capture the full complexity of real-world cardiac 

monitoring systems. Rare arrhythmia variations or borderline disease features may be underrepresented in 

synthetic datasets. Validation with real clinical data remains necessary to confirm these findings in 

operational settings. The study focused on three model architectures (NB, RF, and LR), excluding deep 

learning models that may exhibit different privacy-utility trade-offs and could benefit from alternative DP 

implementations such as DP-SGD. Only Laplace and Gaussian mechanisms were evaluated; alternative 

mechanisms, such as attack-aware noise calibration, were not analyzed (Kulynych et al., 2024). The attack 

evaluation covered black-box MIA only; the attack was a black-box test, the realistic case of query-only 

access, so stronger attacks that assume greater adversary access, including trained-shadow attacks such as 

LiRA, white-box, and adaptive attacks, remain untested. The observed chance-level MIA results may not 

extend to datasets with greater class imbalance, lower quality, or rare event detection scenarios, where 

stricter DP guarantees may be required. 

 

Future work should validate the IIA framework on real clinical datasets and additional model classes, 

including deep temporal models trained with DP-SGD, to test whether the ε ≈ 1.0 operating point 

generalizes. Evaluation could also expand beyond accuracy to include calibration, AUROC, PR-AUC, and 

subgroup fairness analyses reported with confidence intervals across independent DP draws. Additional 

research should examine stronger attack settings, advanced DP mechanisms, automated parameter selection 

for edge deployments, and real-world adoption barriers in clinical environments. 

Conclusions 

Across seven privacy budgets (ε = 0.1–5.0) and two noise mechanisms, ε = 1.0 emerged as a practical 

operating point that balances formal privacy guarantees with diagnostic accuracy in cardiac monitoring. 

A critical finding is that a model that learned the task (accuracy ≈ 0.75) still resisted the black-box MIA, 

the realistic query-only deployment threat, so this bounds risk under that attack class rather than proving 

robustness. The attack stayed at chance (approximately 50.0-50.9%) across all privacy budgets, indicating 

that, in this synthetic tabular setting, appropriate model design already limited observable black-box 

membership leakage, a protection that DP mechanisms complement with formal mathematical guarantees. 
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At ε ≈ 1.0, both mechanisms maintained diagnostic performance within ≈ 0.01 to 1.8% of the non-private 

ceiling (0.7555), demonstrating minimal utility loss combined with formal privacy guarantees and empirical 

attack resistance. The IIA framework provides a procedural blueprint specifying threat modeling, 

mechanism selection, parameterization, and evaluation protocols, coupling MIA resilience with utility and 

computational feasibility. This methodology can be adapted to various healthcare ML applications, 

providing replicable guidance for balancing privacy protection, model utility, and clinical deployment 

feasibility. The low computational overhead demonstrates that privacy and performance need not be 

competing priorities, supporting broader adoption of privacy-preserving analytics in healthcare as 

regulatory requirements evolve and systems continue to digitize. 
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Appendix A. Central versus Feature-wise Differential Privacy 

DP placement determines the utility cost. Central DP adds noise to aggregated statistics (class counts, 

feature sums, sums of squares); because each aggregate summarizes the full dataset, one record's 

influence is small, and little utility is lost. Feature-wise DP adds noise to each record's features before 

training. With the budget split across the d features, the per-record Laplace scale is approximately Δf/(ε/d) 

≈ 7/ε for seven features in [0,1], which swamps the class-conditional signal until ε is large. This collapses 

the classifier to the majority-class rate (F1 ≈ 0) across the swept budgets (Table 4). At matched budgets, 

placement alone decides whether the model is usable: central recovers the non-private ceiling by ε ≈ 1, 

feature-wise does not. The feature-wise attack reading near 0.51 is not a privacy result, since a single-

class predictor has nothing to leak. The recommendation is to privatize aggregates, not raw features, 

unless an untrusted-aggregator setting forces local DP. 

Table 4. Noise placement: test accuracy by ε (same model and data; only placement differs). 

Epsilon (ε) Central Laplace Central Gaussian Feature-wise Laplace Feature-wise Gaussian 

0.1 0.6877 0.6341 0.6251 0.6251 

0.5 0.7520 0.7065 0.6251 0.6251 

1.0 0.7554 0.7421 0.6251 0.6251 

1.5 0.7554 0.7463 0.6251 0.6251 

2.0 0.7555 0.7543 0.6251 0.6251 

3.0 0.7554 0.7561 0.6251 0.6251 

5.0 0.7557 0.7560 0.6382 0.6251 
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