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Abstract 

As Generative AI systems become integrated into specialized domains such as cybersecurity, the design, 

clarity, and accuracy of user interaction prompts for Generative AI virtual assistant chatbots are becoming 

increasingly critical factors that influence performance, accuracy, usability, and usefulness of the 

technology. This paper investigates the impact of user input prompt clarity – which is defined as the degree 

to which a prompt is contextually corrupted or enriched – on the efficacy of Generative AI technologies 

for cyber defensive operations in a live security setting. Through a series of controlled experiments, we 

evaluate how variations in prompt clarity and accuracy affect performance and usability for threat 

detection and incident response. Our findings reveal a correlation between context accuracy and output 

reliability, particularly in technically dense scenarios that typify cybersecurity operations. The result is a 

set of practical guidelines for effective prompt composition in cyber operations. This work contributes to 

a growing body of research on Generative AI interaction, prompt design, construction, and engineering, 

and the operational deployment of Generative AI in highly technical and specialized domains. 

Keywords: Generative AI (GenAI), agentic AI, AI assistant, cybersecurity, ChatGPT, operational 

technology 

Introduction 

In the ever-expanding digital landscape, the domain of cybersecurity stands as a critical safeguard. The 

domain has seen a significant paradigm shift since the mid 2010s, with increasing sophistication from cyber 

threat actors, such as cybercriminals that leverage ransomware to extort both small and major corporations 

(Morgan, 2023). The evolution in cyber-attacks is due primarily to an increase in attack surface exposure 

as a result of the proliferation of connectivity to society’s critical digital assets such as data centers, with 

ubiquitous accessibility afforded by satellite communications (Tedeschi et al., 2022), 5G/6G technologies 

(Scalise et al., 2024), and Internet of Things (Alnajim et al., 2023), as remote accessibility has provided a 

significant boon to business optimization and operational efficiency (Lu et al., 2022). 

The 2020s has seen the next step regarding the industry-wide adoption of transformative technologies with 

the advent of Generative AI (GenAI) due to the advent of Large Language Models (LLMs) and 

conversational AI “chatbots” (Sedkaoui & Benaichouba, 2024). Regarding cybersecurity, GenAI is a 

double-edged sword, offering potentially unprecedented boosts in effectiveness for threat detection, 

incident response, and informed decision-making in high-stakes defensive cyber operations, while 

equipping cyber adversaries with powerful tools to craft novel, sophisticated, and highly obfuscated attacks 

(Gupta et al., 2023). The rapid uptake, adoption, and integration of GenAI into both offensive and defensive 

https://doi.org/10.48009/2_iis_2026_102


Issues in Information Systems 
Volume 27, Issue 2, pp. 19-34, 2026 

20 

cyber operations necessitates a re-evaluation of established cyber defensive strategies and operational 

workflows to maximize the potential for increased performance, efficiency, and efficacy against cyber 

threats. (Charfeddine et al., 2024; Hasanov et al., 2024). Industry reports forecast cybersecurity to be one 

of GenAI’s largest and most impactful use cases into the 2030s and beyond (Meeker et al., 2025). 

The aim of the study is to explore dominant perceived benefits, risks, and mitigations associated with the 

use of a GenAI virtual assistant or “chatbot” – a conversational AI that interacts via natural language queries 

– in assisting human security analysts as part to mitigate a cyber incident. This study contributes to the

existing body of work in three ways. First, the study advances the evaluation of GenAI for cybersecurity

from benchmarking towards a representative operational cyber incident scenario. Second, it systematically

isolates operator-provided context as the core experimental variable regarding GenAI performance. Finally,

it evaluates GenAI performance using semantic accuracy and quality measures. Ultimately, the findings

will drive industry-wide guidance on how best to adopt and operationalize GenAI in cybersecurity

workflows that optimizes the risk-benefit tradeoff.

Background 

Generative AI is defined as the use of AI to produce a variety of forms content such as text, images, music, 

speech, code, videos, given specific user inputs, defined as “prompts” (Maglaras et al., 2022). The core 

technology behind Generative AI is LLMs, which make use of predictive natural language processing 

techniques to automatically generate the requested content (Gupta et al., 2023). The use of GenAI for 

cybersecurity has rapidly expanded, presenting opportunities for increased performance and efficiency 

when applied to existing cybersecurity solutions (Charfeddine et al., 2024; Hasanov et al., 2024). 

Consider the scenario of live cyber defensive operations, where GenAI can play a significant role in 

assisting human security analysts, operators, and practitioners in a Security Operations Center (SOC). The 

role of GenAI in such a scenario has been proposed to encompass a variety of use cases, such as an on-

demand virtual assistant providing contextual information for less technically adept or experienced users 

(Prieto & Blakely, 2023). GenAI can be tasked with tedious, manual tasks, such as sifting through and 

analyzing massive amounts of network, device, and application log information, thereby carrying out 

anomaly detection by identifying suspicious patterns such as malicious login attempts, suspicious program 

executions, or messages that are suggestive of phishing campaigns (Dhanushkodi & Thejas, 2024). This 

has the benefit of significantly reducing cognitive load for SOC analysts and commercial products have 

already begun to incorporate GenAI as part of existing security incident and event management (SIEM) or 

security orchestration and automated response (SOAR) solutions (Bono, 2025; Wang, 2023). 

GenAI has further been suggested for use in correlating existing threat intelligence databases and 

knowledgebases with up-to-date threat reports, as well as combining data from unstructured sources such 

as social media feeds, technical blogs and industry newsletters (Saddi et al., 2024). Studies have been 

conducted on GenAI’s ability to transform diverse sets of threat intelligence into a singular, coherent 

narrative, aiding in attribution, and providing actionable insights to threat intelligence practitioners. GenAI 

has also been proposed for dynamic generation of incident response playbooks, as well as associated reports 

and audit logs to provide end-to-end traceability and accountability (Prieto & Blakely, 2023). 

Major areas of concern with the use of GenAI for cybersecurity include lack of trust, accuracy and 

explainability, requiring rigorous and comprehensive human review and validation (Choudhury & Asan, 

2022). Usability is also a concern, as the lowered barrier for security knowledge may be offset by the 

domain expertise and knowledge required to craft effective GenAI prompts and rigorously validate GenAI 
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outputs (Dwivedi, 2023). Finally, privacy is a major concern, as GenAI may unintentionally disclose 

sensitive operational information in the process of accessing external training data information repositories 

(Ibrahim & Kashef, 2025).  Table 1 provides an overview of GenAI use for cyber defensive operations. 

 
Table 1. Summary of Adoption and Employment of Generative AI for Cyber Defensive Operations 

Topic Key Findings/Conclusions References 

GenAI use cases Log analysis, contextual CTI mapping (e.g. 

vulnerability databases), task guidance, policy 

generation, incident response, matching compliance 

frameworks  

(Charfeddine et al., 2024) 

Threat detection (phishing), vulnerability 

assessment, ensuring governance 

(Hasanov et al., 2024) 

Malware detection, threat-hunting (Sai et al., 2024) 

Data aggregation, normalization enrichment, 

behavioral and predictive analytics, SIEM/SOAR 

integration 

(Prieto & Blakely, 2023) 

 

Real-time anomaly detection via pattern recognition (Dhanushkodi & Thejas, 2024) 

Automated CTI gathering across multi-source data  (Saddi et al., 2024) 

 

Risks of leveraging 

GenAI for operational 

defensive workflows 

Lack of trust, accuracy, explainability (Choudhury & Asan, 2022) 

 

Lack of alignment with regulations (Dwivedi, 2023) 

Data poisoning (Hasanov et al., 2024) 

Quality, reliability, robustness, provability, 

interpretability, monitorability, and auditability  

(Choi et al., 2024) 

Lack of trust, accuracy, explainability (Choudhury & Asan, 2022) 

 

Risk mitigation 

techniques  

Policy restrictions, technical access control 

mechanisms, data protection for privacy, monitoring, 

human oversight and validation 

(Charfeddine et al., 2024) 

(Hasanov et al., 2024) 

(Sai et al., 2024) 

 

While there have been studies on the risk-benefit tradeoff of adoption of GenAI technology for 

cybersecurity from a performance benchmarking perspective, there is a lack of evaluating GenAI in  live, 

operational cybersecurity contexts (J. Zhang et al., 2025). For instance, Cheng et al. found that “GenAI has 

yet to be fully adapted to the complex socio-technical and process-oriented aspects...Furthermore… 

empirical evidence from industrial contexts [remain] limited” (Cheng et al., 2026, p. 154).  

 

Closing this gap requires formal experimental evaluation in representative deployment scenarios to validate 

the practical applicability and reliability of GenAI-driven approaches in live operational settings and 

security workflows. The goal of such an evaluation would be to empirically capture the benefits, 

opportunities, risks, and limitations of the integration and operationalization of GenAI capabilities for 

cybersecurity. The measures used in such an evaluation should be informed by the common technology 

adoption facilitators and blockers – namely, the accuracy, usability, and risk of GenAI. 
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Theoretical Model 

This study is grounded in socio-technical systems (STS) theory, which posits that an organization’s 

performance and efficacy can be evaluated through the intersection of its technical dimensions and its social 

dimensions (Trist & Bamforth, 1951). Technical dimensions refer to the actual technology being employed 

and the work activities directly associated with the technology. Social dimensions refer to more “human” 

or “actor”-centric aspects of the organization such as policies, social structures, institutional norms, values, 

and motivations, as well as to the actors themselves. To achieve optimal performance and efficacy, STS 

theory posits that co-design and joint optimization must be carried out across both dimensions. 

In the context of this study, STS theory can be used as a lens for examining how GenAI technology should 

be operationally realized within existing human-centric workflows and institutional norms to provide the 

greatest impact while minimizing unintended ill effects. STS theory can be used to critically examine and 

situate the results and findings of the experiment within the broader context of a generalized human-

technology workflow. For instance, the degree to which GenAI can offload cognitive processing, close 

crucial knowledge and skill gaps, and provide guidance and context that is aligned with cybersecurity best 

practices and principles can illustrate how institutional values such as perceptions of agency, accountability, 

responsibility, productivity, and risk, directly shape human-technology interaction and adoption models 

(Gahrn-Andersen, 2025). Figure 1 illustrates this socio-technical framing by positioning GenAI as a 

technical capability that interacts with people, culture, goals, processes, and infrastructure.  

Figure 1. STS-theoretic Representation of the use of Generative AI in Cybersecurity Operations. 

Methodology 

This study involves a quantitative analysis of a controlled simulation experiment. The simulation 

environment comprises a cyber range – a repeatable experimentation harness for systematic 

experimentation – for evaluating GenAI in live cybersecurity operations (Chouliaras et al., 2021; Dehlaghi-

Ghadim et al., 2023). The decision to employ a controlled simulation experiment was driven by the goal of 

constructing an empirically sound understanding of GenAI’s practical utility and limitations in live 

cybersecurity operations (Shadish et al., 2002). 

Cyber Test Range 
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The simulation environment in Figure 2 is designed to replicate a small-scale cyber-physical system local 

area network (LAN), comprising information technology (IT) assets in the form of a Windows Active 

Directory domain and Windows-based workstations, operational technology (OT) assets in the form of a 

Human-Machine Interface (HMI) workstation and an emulated Programmable Logic Controller (PLC), a 

monitoring and detection harness, a SIEM appliance for monitoring and alerting, and an adversary 

emulation harness. All systems were deployed using virtual machines (VMs) within a hypervisor. A 

comprehensive monitoring workflow was used to log and alert on adversary activity via Zeek (Zeek Project, 

2025), Suricata (Open Information Security Foundation, 2025), and Sysmon and Windows event logs 

(Russinovich & Garnier, 2024) which were forwarded to the SIEM (Wazuh Inc, 2025). This testbed design 

connects enterprise IT assets, OT assets, monitoring tools, SIEM alerting, and adversary emulation in a 

single controlled environment, allowing GenAI responses to be evaluated against a known attack sequence 

within grounded operational context. 

Adversary Emulation Scenario

  

The representative adversary attack follows a structured cyber kill chain driven by real-world threat actor 

behavior and mapped to tactics and techniques codified in the MITRE ATT&CK framework (The 

MITRE Corporation, n.d.). The adversary emulation scenario, which is composed of a well-established 

set of techniques that is representative of contemporary, real-world cyber intrusions, involves an attacker 

gaining initial access through compromising a user via phishing and web-based connection, conducting 

network reconnaissance to map the target environment, obtaining Active Directory (AD) domain 

credentials via an AD ticket compromise technique known as Kerberoasting, remotely logging into the 

OT workstation using the exploited credentials, and issuing a malicious command to the PLC to disrupt 

the underlying physical control process and cause physical damage to the equipment (D. Abraham et al., 

2025; Knowles et al., 2015; Portase et al., 2024). The attack sequence makes heavy use of living off the 

land (LoTL) techniques and is directly modeled after the real-life tactics, techniques, and procedures 

(TTPs) leveraged by cybercriminal groups such as EKANS (Santangelo et al., 2021), DarkSide (Nuce et 

al., 2021), and Ryuk (Kusuma et al., 2021).  The techniques are outlined in Table 2. 

Figure 2. Cyber Test Range 
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Table 2. Techniques Comprising Adversary Emulation Sequence 

Cyber Kill Chain 

Element 

Adversary 

Technique 

MITRE ATT&CK 

Mapping 

Description 

Initial access Web Protocols T1071 Payload delivery over HTTP/S protocols 

Reconnaissance Network Service 

Discovery   

T1046 Map workstations, Active Directory 

domain, IT network, and OT network 

Exploitation Kerberoasting T1558 Active Directory credential compromise 

Lateral movement Remote Services T1021 Remotely log into HMI workstation 

using stolen credentials 

Exploitation Process Control 

Manipulation 

T0831 Issue malicious control commands to 

impair or damage physical equipment 

Experimental Workflow

 

The GenAI chatbot under study is the OpenAI developed ChatGPT (OpenAI, 2026). The version of 

ChatGPT under test is based on the GPT-5 architecture, specifically ChatGPT-5.5. The analyst-GenAI 

workflow is simulated via a series of prompts designed to enrich the analyst’s knowledge and context 

of the current security situation. The user interaction prompts employed adhere to the CLEAR prompt 

framework, which strives for effective text generation by adhering to core principles such as clarity and 

logic in prompts (Lo, 2023).  The core operator prompt used throughout all experimental runs is as 

follows (paraphrased, omitting formatting instructions): 

“You are a cybersecurity incident response virtual assistant. The following request is for live 

cybersecurity operations Given the network architecture and set of attached security logs 

and alerts, generate a threat and incident response report consisting of 

• the threat activity associated with the security alerts

• the impact of the threat activity on the operational assets

• the TTPs, APTs, and broader scale cyber campaigns that could be associated with the threat

activity

• an incident response playbook consisting of suggested immediate mitigation actions, near-

term remediation actions, and long-term preventative measures”

The operator prompt is then systematically manipulated to mirror real-world operational conditions, 

where security analysts are unlikely to use consistent, precise, or accurate phrasing when interacting 

with a chatbot virtual assistant using a human language-based interface, such as text or voice (Zhu et al., 

2023). This phenomenon is particularly pronounced in the case where an analyst is querying GenAI for 

guidance in a domain where the analyst has a gap in the specialized knowledgebase of cybersecurity.  

Specifically, the core prompt is supplemented with a set of operator context statements regarding the 

interpretation of the security logs, the network architecture and services, or guidance on how to manage 

security incidents. This set of supplemental statements acts as perturbation and will either be “positive” 

by enriching the core prompt with accurate contextual details, which represents a senior security 

practitioner that is particularly fluent or versed in cyber operational best practices, or “negative” by 

adding confusion, distortion, and ambiguity, which represents a junior security practitioner with a gap in 

domain-specific knowledge. Prior studies on prompt quality and GenAI recommend exploring 

contextual corruption or enrichment of prompts over superficial prompt “noise” such as typos or 

arbitrary term swapping (L. Abraham et al., 2025; Alahmari et al., 2025; Jacobsen & Weber, 2025). 

Examples of supplemental operator context statements used in this experiment are listed in Table 3. 
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Table 3. Examples of Corrupted and Enriched Supplemental Operator Context Statements 

Prompt condition Example 

Minor contextual corruption Network port sweeps are routine 

Major contextual corruption The HMI workstation runs on a general-purpose Linux server and may be 

rebooted or re-imaged without risk 

Minor contextual enrichment Expect Kerberos-related activity - watch for unexpected service ticket 

requests 

Major contextual enrichment Taking PLCs offline incurs significant operational risk and coordination 

with operators 

Experimental Run

 

An experimental run, summarized in Figure 4, consists of a single execution of the adversary emulation 

sequence across the cyber range outlined in Table 2; the operational security logs resulting from the 

execution; the core operator prompt and the supplemental operator context statements provided to the 

GenAI chatbot; and the generated output from the GenAI chatbot. This study explores five experimental 

scenarios: a baseline scenario with no supplemental operator context statements and the four scenarios 

outlined in Table 3 corresponding to varying levels of enriched and corrupted supplemental operator 

context statements. For a given experimental run, a series of supplemental statements were randomly 

selected from a pool of 45 total possible supplemental statements that had been pre-defined for 

“enrichment” or “corruption” categories. “Minor” test scenarios randomly selected 3-5 statements from 

those that were less verbose, more vague, and less detailed descriptions, whereas “major” test scenarios 

randomly selected 3-15 statements from those that were highly detailed, more explicit, and more 

verbose. For each of the five scenarios, 50 independent runs were conducted, for a total of 250 runs. 

Figure 4. Cyber Test Range Experimental Workflow 
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Evaluation Measures and Scoring Procedure

 

This study employs F1-Score, Embedded Similarity, Hallucination Rate, and Clarification Rate, which 

serve to capture the quality and usability of the GenAI output and are summarized in Table 4 (Chelli et 

al., 2024; Dhingra et al., 2019; Ji et al., 2023; T. Zhang et al., 2020). Along with Table 4, Figure 5 

illustrates the workflow of the decomposition of the GenAI chatbot output and comparison against the 

ground-truth reference to calculate quantitative measures related to quality and accuracy of the 

generated text. The ground-truth reference was created from the adversary emulation sequence and 

security best practices. The GenAI output was first decomposed into discrete claim statements, which 

were mapped to corresponding claim statements in the ground-truth reference.  

F1-Score was computed on a per-claim statement basis by comparing key facts in each GenAI claim 

against the corresponding reference claim. True positives were counted when GenAI claim key facts 

matched reference claim key facts and false negatives were counted when GenAI claim key facts were 

omitted as compared to reference claim key facts. Unmatched GenAI claim statements were penalized 

as false positives. Similarly, Embedded Similarity was also computed first on a per-claim statement 

basis using cosine similarity between matched GenAI and reference claim statements. At the aggregate 

level, candidate-based precision averaged similarity across GenAI claim statements, while reference-

based recall averaged similarity across reference claim statements. Unmatched GenAI claim statements 

were penalized with a similarity score of zero. Hallucination Rate was computed as the ratio of 

unmatched GenAI claim statements to total GenAI claim statements. Clarification Rate was computed as 

the number of additional prompts required to obtain a usable output divided by the total number of 

prompts.  

Table 4. Quantitative Evaluation Metrics and Measures 

Metric Description Calculation 

F1-Score Accuracy based on number of key facts 

𝑅: Set of ground truth claim statements 𝑅𝑖

𝐶: Set of GenAI output claim statements 

where each 𝐶𝑗 matches to one 𝑅𝑖

𝑈: Set of GenAI output claim statements 

where each 𝑈𝑘 does not match to any 𝑅𝑖

For each claim statement 𝑅𝑖  
𝑟𝑖: set of key facts in 𝑅𝑖

𝑐𝑗: set of key facts in 𝐶𝑗 , 𝐶𝑗 matched to 𝑅𝑖  

Σ𝑇𝑃: Sum across all claim statements 𝑅𝑖 of key

facts found in both 𝑟𝑖 and 𝑐𝑗

Σ𝐹𝑁: Sum across all claim statements 𝑅𝑖 of key

facts in 𝑟𝑖 but missing from 𝑐𝑗

Σ𝐹𝑃 = |𝑈|: Total number of 𝑈𝑘 in 𝑈

 𝑃𝑟 =
Σ𝑇𝑃

Σ𝑇𝑃 + Σ𝐹𝑃
 𝑅𝑒 =

Σ𝑇𝑃

Σ𝑇𝑃 + Σ𝐹𝑁

 𝐹1 =
2(𝑃𝑟)(𝑅𝑒)

𝑃𝑟 + 𝑅𝑒

Embedded 

Similarity 

Accuracy based on semantic similarity 

𝑅: Set of ground truth claim statements 𝑅𝑖

𝐶: Set of GenAI output claim statements 

where each 𝐶𝑗 matches to one 𝑅𝑖

𝑈: Set of GenAI output claim statements 

where each 𝑈𝑘 does not match to any 𝑅𝑖

𝑠𝑖𝑚(𝐶𝑗, 𝑅𝑖): cosine similarity

𝑃𝑟 = 𝐴𝑣𝑔𝐶,𝑈 ({
𝑠𝑖𝑚(𝐶𝑗 , 𝑅𝑖), 𝐶 

0,  𝑈 
) 

𝑅𝑒 = 𝐴𝑣𝑔𝑅 ({
𝑠𝑖𝑚(𝐶𝑗, 𝑅𝑖), 𝑅𝑖 → 𝐶𝑗 𝑚𝑎𝑡𝑐ℎ 

0,  𝑅𝑖 𝑛𝑜 𝐶𝑗 𝑚𝑎𝑡𝑐ℎ
) 

𝑠𝑖𝑚𝑒𝑚𝑏𝑒𝑑𝑑𝑒𝑑 =
2(𝑃𝑟)(𝑅𝑒)

𝑃𝑟 + 𝑅𝑒
Hallucination 

Rate 

Accuracy based on extraneous claims 

|𝐶|: Total matched claim statements 

|𝑈|: Total unmatched claim statements 

 𝑅𝐻 =
|𝑈|

|𝑈| + |𝐶|
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Clarification 

Rate 

Usability based on additional prompts 

𝑃𝐶: Number of clarification prompts

𝑃𝑇: Number of total prompts

 𝑅𝐶 =
𝑃𝑐

𝑃𝑇

Figure 5. GenAI Output Decomposition and Sample Computational Workflow of Evaluation Measures 

Results and Discussions 

Figure 6 shows a small representative sample of Zeek, Suricata, and Wazuh log captures from the test 

range that resulted from the adversary emulation sequence. The Zeek and Suricata outputs capture 

adversary activity associated with network traffic. In the Zeek logs, Kerberos (krb_tgt) exchanges 

indicate potential malicious Kerberoasting activity, and the clustered network activity for various OT 

communication protocols (20000 for DNP3, 44818 for Ethernet/IP, 47808 for BACnet, and 502 for 

MODBUS) are indicative of adversarial network scanning.  

The Suricata logs indicate potential transfer of a malicious payload via HTTP and potential PLC 

compromise via MODBUS control commands. The Wazuh/Sysmon logs indicate potential malicious 

remote logins to the HMI workstation. 



Issues in Information Systems 
Volume 27, Issue 2, pp. 19-34, 2026 

28 

Figure 6. Zeek, Suricata, and Wazuh (SIEM) Logs from Adversary Emulation Scenario 

Figure 7 shows a sample of the ChatGPT operator interaction prompt as well as a sample of the ChatGPT 

generated output in response to that prompt. 

Figure 7. Sample Operator Prompt and Chatbot Response for ChatGPT 5.5 

An example of ChatGPT correctly identifying the AD domain exploitation technique as Kerberoasting 

and correctly evaluating the operational risk to the OT environment as “critical” is as follows: 

Domain Credential Abuse and Kerberoasting (DC01) 

Kerberoasting (T1558), Valid Accounts(T1078) 

Impact: Service-ticket exposure, privileged account abuse, domain compromise risk 

External host contacted DC01 over LDAP and Kerberos. The activity involved Administrator 

authentication and a service ticket for svc_web. 

Operational and safety risk: Critical 

• Unauthorized Modbus coil writes could alter PLC-controlled process state.

• Remediation: Validate ladder logic/state, restore trusted configuration

• Risk profile: High, direct process-control impact, operator coordination required

In contrast, an example of ChatGPT incorrectly identifying the AD domain exploitation as password 

guessing and incorrectly evaluating the operational risk to the OT environment as “low” is as follows: 
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External Authentication Probing (DC01) 

Password Guessing (T1110), Valid Accounts (T1078) 

Impact: Tests account access, identifies usable credentials, enables follow-on domain access 

An external host initiated remote authentication activity against DC01 using NTLM over SMB. 

Operational and safety risk: Low 

• PLC write activity was observed, but operator notes indicate low safety consequence

• Remediation for PLC: Validate ladder/configuration state, restore trusted baseline.

• Risk profile: Low, PLC can be safely isolated, confirms process integrity

Table 5 captures the mean and standard deviation of each of the evaluation metrics across all 50 

independent runs of each of the five scenarios. The measures were then analyzed via standard one-way 

and Welch ANOVA tests with Holm correction applied, with the ANOVA results captured in Table 6. 

According to the ANOVA results, the supplemental context had a statistically significant effect on F1-

Score, Embedded Similarity, and Hallucination Rate, but not Clarification Rate, which remained 

consistently near 0, likely due to the highly structured nature of the prompt to ensure consistency. 

Clarification Rate may thus be less suited to structured prompts and more suited to variable, 

interactive GenAI workflows. Tukey HSD and Games-Howell post-hoc tests indicated that the two 

corruption scenarios reduced F1-Score and Embedded Similarity and increased Hallucination Rate 

relative to baseline by a statistically significant degree, whereas the enrichment scenarios did not 

deviate significantly from baseline.  

Table 5. Descriptive Statistics for Evaluation Metrics Across Experimental Prompt Conditions 

F1-Score Embedded 

Similarity 

Hallucination 

Rate 

Clarification Rate 

Mean  𝑺𝑫 Mean 𝑺𝑫 Mean 𝑺𝑫 Mean 𝑺𝑫 

Baseline 0.450 0.046 0.511 0.035 0.202 0.076 0.01 0.071 

Minor 

corruption 

0.363 0.076 0.454 0.055 0.242 0.083 0.01 0.071 

Major 

corruption 

0.330 0.056 0.436 0.043 0.261 0.072 0.02 0.099 

Minor 

enrichment 

0.466 0.046 0.537 0.030 0.175 0.072 0 0 

Major 

enrichment 

0.489 0.044 0.526 0.027 0.159 0.062 0 0 

Table 6. One-way ANOVA Results for Evaluation Metrics Across Experimental Prompt Conditions 

Selected ANOVA F Holm-adjusted 𝒑 𝜼𝟐 Significant? 

F1-Score Welch 80.92 < 0.001 0.565 Yes 

Embedded Similarity Welch 62.25 < 0.001 0.514 Yes 

Hallucination Rate Standard one-way 17.51 < 0.001 0.222 Yes 

Clarification Rate Standard one-way 0.88 0.474 0.014 No 

The results demonstrate a statistically significant effect of prompt clarity, accuracy, and contextual richness 

on chatbot accuracy. Prompts with inaccurate, corrupted operator context served to “nudge” the GenAI 

chatbot to incorrectly identify and categorize threats, provide an inaccurate assessment of the risk profile 

and the impact of remediation, and recommend incident response mitigations. The negative impact of 

inaccurate operator context suggests that ChatGPT places disproportionate emphasis and bias on the 

legitimacy of operator inputs. Security logs are ambiguous and underspecified by nature; thus, the synthesis 

of logs into accurate actionable outputs is highly dependent on operator domain expertise or situational 

context (e.g. asset criticality, expected operations, expected access patterns, intuitive grasp of cyber risk 
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calculus). Consistent with STS theory, a GenAI driven security operations workflow is therefore ultimately 

dominated by the expertise of the human operator, with GenAI falling into a supporting, “follower” role 

whose ability to close any knowledge or skill gaps in the operator’s knowledge is limited by the amount of 

bias unintentionally introduced by the operator.   

The results suggest several practical and safety considerations for GenAI-assisted SOC workflows, such as 

ensuring trusted sources for contextual GenAI enrichment (e.g. known high-quality context from trusted 

domain or operations experts), supplemental GenAI usage with accurate, validation operational context via 

techniques such as via Retrieval Augmented Generation (RAG) or leveraging policy/technical guardrails 

against using GenAI outputs without formal third-party validation. Prompt quality and accuracy should be 

managed as part of the workflow through structured prompt templates and analyst training. The results of 

this study are limited by several key constraints and should be carefully interpreted with these limitations 

in mind. Such a small-scale scenario cannot fully replicate the unpredictable nature of a live security 

incident; thus, the findings should not be interpreted as directly predictive of live operations in large-scale 

SOC environments. The experimental design also abstracts away many operational dimensions of in-situ 

cybersecurity operations, including human analysts, team coordination, and complex organizational 

dynamics. This abstraction is consistent with STS-theoretic research that recommends decomposition of 

complex systems into smaller components that can be tractably studied. Additionally, the evaluation is 

specific to the GenAI model leveraged in this study: ChatGPT 5.5 and the GPT-5 architecture. Different 

models with different architectures, training data, and tailored fine-tuning have a high likelihood of yielding 

different results. This study therefore emphasizes behavioral patterns over absolute performance metrics 

used in traditional benchmarking studies on GenAI. Thus, while model performance will generally improve 

over time, phenomena such as hallucinations or sensitivity to prompt clarity are likely to persist.  

Conclusions 

This study explored how prompt accuracy can impact GenAI performance in a controlled cybersecurity 

operations scenario. Using a cyber range, adversary emulation techniques, and systematic prompt 

perturbation, the study found that inaccurate context has the potential to degrade GenAI accuracy and 

increase hallucinations. These findings reinforce the socio-technical nature of GenAI and suggest that 

GenAI in cybersecurity settings should be tuned to weight security best practices over operator context and 

narratives. Future studies should involve live SOC environments and exploring the impact of iterative, real-

time prompt refinement and core design interventions (e.g. RAG, analyst-in-the-loop verification). 
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